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ABSTRACT 

 

Hiding a secret is needed in many situations. One might need to hide a password, an encryption key, a secret 
recipe and etc. Information can be secured with encryption, but the need to secure the secret key used for such 

encryption is also important. Imagine you encrypt your important files with are secret key and if such a key is 
lost, then all the important files will be inaccessible. Thus, secure and efficient key management mechanisms 

are required. One of them is secret sharing scheme that lets you split your secret into several parts and 

distribute them among selected parties. The secret can be recovered once these parties collaborate in some 
way. In this paper we propose a new approach to construct Blakley's scheme by using the finite fields. 

Keywords: Secret sharing, threshold scheme, finite fields. 

 
 

1. INTRODUCTION 

 

Secret sharing schemes are one of the key management or establishment scheme invented 

separately in 1979 by both Shamir [10] and Blakley [2] as a solution to safeguarding 

cryptographic keys. Secret sharing schemes are also used to protect other types of secrets, such as 

a secret recipe or a password to a bank vault, control access of nuclear weapons and others. We 

need these schemes because many cryptosystems that use a single master key have various 

vulnerabilities. For instance, if the master key is disclosed to the public by accident or by an 

attacker, this will compromise the entire system. Also, if the master key is lost, then all the other 

keys it protects become inaccessible. Additionally, if the owner of the master key turns out to be 

disloyal then all sensitive information will be leaked to the opponents [12]. In addition, these 

schemes are useful when we do not trust a single person owning a certain secret. Thus it is needed 

the secret sharing schemes. 

Secret sharing schemes are a technique used to hide a piece of information called the secret by 

splitting this secret into several parts called shares and distributing them among participants. The 

secret can be recovered from certain subsets of the shares. The one who produces such shares and 

privately distributes them to the participants called a dealer [6]. 

Secret sharing schemes have been applied different applications such as Secure Multiparty 

Computation, Threshold Cryptography, Key Recovery Mechanism, Distributed Certificate 

Authorities, Distributed Information Storage, Location Privacy, Key Management in Ad-hoc 
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Networks, Information Hiding, Fair Exchange, Secure Online Auctions, Electronic Voting and 

many others [8], [9]. 

In [7] Noura Al Ebri and et al. studied on secret sharing schemes and their applications. 

In this paper we propose a new approach to construct Blakley's scheme by using the finite 

fields. Blakley's method [2] uses principles of geometry to share the secret. In [3], Blakley et al. 

only provide a guideline on how to design a matrix of linear systems for perfect secrecy, and no 

actual matrix was given. Recently, researchers began to use Blakley's geometry-based secret 

sharing approach in the area of secret image sharing [5], [11]. 

The rest of this paper is organized as follows. Section II overviews the secret sharing schemes 

and reminds Blakley's scheme. Section III proposes our new approach to construct a secret 

sharing scheme based on Blakley's method. 

 

2. OVERVIEW OF SECRET SHARING SCHEMES 

 

Secret sharing is a technique by which a dealer spreads shares, which are pieces of the secret, 

to participants in a way that only authorized subsets of participants can recover the secret. Secret 

sharing schemes are very important in cryptography and they are a key building block for many 

secure protocols. Such as threshold cryptography, access control, attribute-based encryption, 

Byzentine agreement, generalized oblivious transfer and general protocol for multiparty 

computation [1]. 

We will need the following notations to define secret sharing schemes: 
 

 Shares or shadows which are pieces of information. In this secret sharing scheme these 

shares have the property that certain authorized group of shares can reconstruct the secret, and no 

other unauthorized group of shares can reconstruct the secret.  

 Set of all possible shares called the share set. 

 The secret, it could be a key or message or any valuable information. 

 Set of participants who are the parties that will receive the shares. 

 The dealer who chooses the secret key and distributes them to the participants. 

 The access structure which is a subset of the participants set and the elements in this 

structure are the authorized combinations of participants whose shares can be used to retrieve the 

secret. 
 

Thus, we can say that for any secret sharing scheme it has the following two process. 
 

 Distribution Process: This process's input is the secret that gets portioned into 𝑛 number 

of shares 𝑠1, 𝑠2, ⋯ , 𝑠𝑛 that is privately delivered to the participants. 

 Reconstruct Process: The secret can be reconstructed when a suitable set of shares is 

present using a certain algorithm. 

 

2.1. Threshold Secret Sharing Schemes 

 

These schemes are the first kind of schemes that were constructed individually by both 

Shamir who uses polynomial interpolation [10] and Blakley who uses finite geometry [2]. A 

(𝑡, 𝑛)-threshold scheme is a method of distribution of information among 𝑛 participants such that 

𝑡 >  1 can reconstruct the secret but (𝑡 − 1) can not. 

 

2.2. Blakley Secret Sharing Scheme 

 

This is one of the very first secret sharing scheme and is based on finite geometry [7]. This 

scheme uses hyperplane geometry as a solution to the secret sharing problem. To generate a 

(𝑡, 𝑛)-threshold scheme each of the 𝑛 participants is given hyperplane equation in a 𝑡-dimensional 

space over a finite field. In some cases, each hyperplane passes through a certain point. The secret 
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is the intersection point of the hyperplanes. Once participants need to reconstruct the secret by 

solving the system of equations [4]. 

 

2.3. A New Approach to Construct a Secret Sharing Scheme Based on Blakley's Method 

 

In this section, we propose a new approach to construct Blakley's scheme by using the finite 

fields. 

Let the number of elements of finite field be 𝑞 = 𝑝𝑚, where 𝑝 is a prime number and 𝑚 ∈
ℤ+. 

We choose the secret and IDs of participants from the following set.  
 

𝑀𝑞 =  { 𝑎  |  0 ≤  𝑎 ≤  𝑞 − 1, 𝑎 ∈  ℤ }                                                                                           (1) 
 

We transform the selected integers to the polynomials of 𝔽𝑞[𝑥] by Algorithm 1. 
 

Algorithm 1. 

input: 𝑎 ∈ 𝑀𝑞  

output: 𝑏 ∈  𝔽𝑞 
 

Step 1. 𝑎 is transformed into vectors of length 𝑚 with respect to base 𝑝. 

Step 2. these vectors are written as a polynomial in 𝔽𝑞[𝑥].  
 

Example 1. 

Consider 4 ∈  𝑀8 ⇒  4 =  (100)2  = 𝜃
2 ∈  𝔽8, where 𝜃 is a primitive element of 𝔽8.    

 

We transform the obtained polynomials to the integers by Algorithm 2. 
 

Algorithm 2. 

input: 𝑏 ∈  𝔽𝑞 

output: 𝑎 ∈  𝑀𝑞 

Step 1. 𝑏 is transformation into vectors of length 𝑚 with respect to base 𝑝. 

Step 2. these vectors are written with respect to base 10. 
 

Example 2. 

Consider 𝜃2 ∈  𝔽8 ⇒ 𝜃
2  =  (100)2 =  4 ∈  𝑀8. 

 

2.4. Proposed Scheme 

 

We consider the finite field 𝔽𝑞 is the secret space. We try to construct a (𝑘, 𝑛)-threshold 

scheme based on Blakley's method. (𝑛 ≤  𝑞, the size of 𝑘 participants is 𝑚) 

We choose any vector 𝑥 =  (𝑥1, 𝑥2, ⋯ , 𝑥𝑚) ∈  𝑀𝑞 whose first coordinate is the secret. 

Since the scheme will be a (𝑘, 𝑛)-threshold scheme, at least 𝑘 participants out of  𝑛 will be 

recovered the secret. 

Consider 𝑛 vectors of length 𝑚 to find the secret pieces for all 𝑛 participants. Let these be 

𝐴𝑢1 , 𝐴𝑢2 ,⋯ , 𝐴𝑢𝑛. 

Then calculate the secret pieces for each 𝑛 participants such that  
 

𝑦𝑢1 = 𝐴𝑢1 ⋅ 𝑥
𝑇

𝑦𝑢2 = 𝐴𝑢2 ⋅ 𝑥
𝑇

⋮
𝑦𝑢𝑛 = 𝐴𝑢𝑛 ⋅ 𝑥

𝑇

 

 

These values of 𝑦𝑢𝑖   (1 ≤ 𝑖 ≤ 𝑛) transform to the elements of 𝔽𝑞.  

Assume that 𝑢1, 𝑢2, ⋯ , 𝑢𝑘 participants can recover the secret. In this case it is constructed the 

following linear equation system. 
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𝐴 ⋅  𝑥𝑇  =  𝑦                                                                                                                                    (2) 
 

(

 

𝐴𝑢1
𝐴𝑢2
⋮
𝐴𝑢𝑘)

 

𝑘×𝑘

⋅ (

𝑥1
𝑥2
⋮
𝑥𝑘

)

𝑘×1

= (

𝑦𝑢1
𝑦𝑢2
⋮
𝑦𝑢𝑘

)

𝑘×1

                                                                                             (3) 

 

The secret can be reached by solving above equation system. 

If the matrix 𝐴 is non-singular, then the secret can be recovered. Otherwise it cannot be 

reached. 
 

Example 3. Assume that 𝔽8 is the secret space. Let the number of participants be 𝑛 =  5, the 

threshold value be 𝑘 =  3 and the secret be 𝑠 =  4. We construct a secret sharing scheme based 

on 𝔽8 with these parameters by using Blakley's method. 
 

Consider the polynomial 𝑓(𝑥) =  𝑥3 + 𝑥2 +  1 which is irreducible over 𝔽2. Let 𝜃 be a root 

of 𝑓. We know that if 𝑓 ∈  𝔽2[𝑥] is an irreducible polynomial over 𝔽2 degree 𝑑, then by adjoining 

a root of 𝑓 to 𝔽2, we get a finite field with 2𝑑 elements. 

Let 𝜃 be a root of 𝑓(𝑥). So the elements of 𝔽8 are the following. 
 

𝔽8  =  { 0, 1, 𝜃, 𝜃 + 1, 𝜃
2, 𝜃2 + 1, 𝜃2  + 𝜃, 𝜃2  + 𝜃 +  1  } 

 

𝜃1 = 𝜃 
𝜃2 = 𝜃2 

𝜃3 = 𝜃2 + 1 
𝜃4 = 𝜃2 + 𝜃 + 1 
𝜃5 = 𝜃 + 1 
𝜃6 = 𝜃2 + 𝜃 
𝜃7 = 1 

 

The transformation between 𝑀8 and 𝔽8 is as follows. 
 

0 ⟶  0 
1 ⟶  1 
2 ⟶ θ 

3 ⟶ θ +  1 
4 ⟶ θ2 

5 ⟶ θ2  +  1 
6 ⟶ θ2  + θ 

7 ⟶ θ2  + θ +  1 
 

We choose the vector 𝑥 =  (6, 3, 4) ∈  𝑀8 whose first coordinate is the secret. 

Since the scheme will be (3, 5)-threshold scheme, we consider the five vectors as the participants. 

Let us these vectors be  
 

Au1 = (0, 2, 2) 

Au2 = (1, 3, 3) 

Au3 = (1, 5, 5) 

Au4 = (0, 3, 2) 

Au5 = (5, 2, 5) 
 

These vectors correspond to the following vectors in 𝔽8[𝑥]. 
 

Au1
′ =  (0, θ, θ) 

Au2
′ = (1, θ + 1, θ + 1) 

Au3
′ =  (1, θ2 + 1, θ2 + 1) 

Au4
′  =  (0, θ + 1, θ) 
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Au5
′  =  (θ2 + 1, θ, θ2 + 1)  

 

Now we calculate the secret pieces as below. 
 

𝑦𝑢1  =  (0, 𝜃, 𝜃) ⋅ (𝜃
2 + 𝜃, 𝜃 + 1, 𝜃2)𝑇 =  𝜃 + 1 =  𝜃5 

yu2  =  (1, θ + 1, θ + 1) ⋅ (θ
2 + θ, θ + 1, θ2)T =  θ 

yu3  =  (1, θ
2 + 1, θ2 + 1) ⋅ (θ2 + θ, θ + 1, θ2)T = θ2 + θ + 1 = θ4 

yu4  =  (0, θ + 1, θ
2) ⋅ (θ2 + θ, θ + 1, θ2)T =  0 

yu5  =  (0, θ + 1, θ
2) ⋅ (θ2 + θ, θ + 1, θ2)T =  1 

 

The secret will be recovered when three participants by combining their shares since the 

scheme is a (3, 5)-threshold scheme. Assume that the participants with number 2, 4, 5 can recover 

the secret.  
 

(
1 𝜃5 𝜃5

0 𝜃5 𝜃
𝜃3 𝜃 𝜃3

  |  
𝜃
0
1
)

𝑙2→𝜃
2𝑙2

𝑙3→𝜃
4𝑙3+𝑙1

→       (
1 𝜃5 𝜃5

0 1 𝜃3

0 0 𝜃3
  |   

𝜃
0
𝜃3
)
    𝑙3→𝜃

6𝑙3     
→        (

1 𝜃5 𝜃5

0 1 𝜃3

0 0 1

   |   
𝜃
0
𝜃2
) 
𝑙2→𝑙2+𝜃

3𝑙3
→        

 

(
1 𝜃5 𝜃5

0 1 0
0 0 1

   |   
𝜃
𝜃5

𝜃2
)
𝑙1→𝑙1+𝜃

5𝑙2+𝜃
5𝑙3

→            (
1 0 0
0 1 0
0 0 1

   |   
𝜃6

𝜃5

𝜃2
) 

 

𝑥3 = 𝜃
2 ⇒ 𝑥3 = 4 ∈ 𝑀8 

𝑥2 = 𝜃
5 = 𝜃 + 1 ⇒ 𝑥2 = 3 ∈ 𝑀8 

𝑥1 = 𝜃
6 = 𝜃2 + 𝜃 ⇒ 𝑥1 = 6 ∈ 𝑀8 

 

𝑥 =  (6, 3, 4) 
 

It is seen that the secret 𝑠 =  𝑥1  =  6. 

 

4. SECURITY ANALYSIS 

 

Finally, the security of the proposed approach is analyzed. The proposed sharing algorithm 

shares the secret is splitted to 𝑛  shares and it is reconstructed by collecting 𝑘 pieces. The secret 

any the pieces are elements of a finite field. We know that these elements are uniquely 

determined. So the proposed approach is very reliable since there are no shadows of them. 

 

5. CONCLUSION 

 

This study presents the Blakley based secret sharing approach. We obtain the finite fields. The 

security is increased thanks to the finite fields. 
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