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INTRODUCTION has been devoted to fortifying data during both storage
and transmission phases. With the rapid evolution of these

In our era, dominated by information and communi- technologies, it’s imperative to shield electronic data from
cation technologies, safeguarding data and ensuring secure interception and exploitation as it traverses communica-

transmission have become paramount. Extensive research  tion channels. The potential for eavesdropping poses a

*Corresponding author.
*E-mail address: anjaneyulu.gsgn@vit.ac.in

This paper was recommended for publication in revised form by
Editor-in-Chief Ahmet Selim Dalkilic

Published by Yildiz Technical University Press, Istanbul, Turkey
B No

© Author. This is an open access article under the CC BY-NC license (http://creativecommons.org/licenses/by-nc/4.0/).


https://sigma.yildiz.edu.tr
https://orcid.org/0000-0001-8333-7650
https://orcid.org/0000-0003-3351-1715
http://creativecommons.org/licenses/by-nc/4.0/

1808

Sigma J Eng Nat Sci, Vol. 43, No. 5, pp. 1807-1836, October, 2025

significant threat, allowing unauthorized individuals to
intercept or pilfer sensitive information from computer sys-
tems. To mitigate such risks, it's recommended to employ
encryption techniques to safeguard data integrity and
confidentiality.

Cryptography emerges as a pivotal discipline in meeting
these security imperatives. Modern cryptography not only
serves to encode messages but also plays a pivotal role in
guaranteeing that transmitted information remains acces-
sible exclusively to authorized recipients. Consequently,
employing advanced cryptographic methods ensures
that any attempt to exploit vulnerabilities in communica-
tion channels for unauthorized access to data is thwarted,
thereby safeguarding the integrity and confidentiality of
information.

Symmetric key cryptography and asymmetric key cryp-
tography are two types in securing the data. In symmet-
ric cryptography such as AES, and DES, the encryption
method C = Enc, (P) and the decryption method P = Dec,
(C) both employ the same key (k, = k; = k). Two separate
keys (k, # k;) are employed in asymmetric cryptosystem
(such as the RSA technique), the public key is utilized for
encoding a message C = Enc; (P), while the private key is
used to convert the cipher to plaintext P = Dec; (C).

Ensuring the goals of information security necessitates
maintaining the confidentiality of keys, which ultimately
relies on the ethical conduct of the individuals involved.
The security of the cryptographic technique depends on
the reliability of the keys used in the algorithm. If a key is
difficult to figure out and impossible to crack [1] in a rea-
sonable amount of time, then it is said to be strong. In this
field, constructing hard mathematical problems and gen-
erating keys on them are really challenging issues forever.
It is highly difficult for a user to remember a key that is
particularly large (128, 192, or 256 bits, for instance in the
AES method). Additionally, a password-based authentica-
tion method is utilized to secure the token or smart-card
and limit access to the successful completion of the oper-
ation. Conventionally, cryptographic techniques are relied
on knowledge-based authentication, such as passwords, or
possession-based authentication, such as tokens. However,
a password can be misplaced or discovered by brute-force
attacks. The non-repudiation property of standard cryptog-
raphy cannot be ensured by possession or knowledge based
authentication schemes.

There is another kind of user authentication system,
known as biometrics, which is described as the instinc-
tive identification of individuals based on physiological or
behavioral traits. The phrase ‘biometrics, which describes
the statistical examination of biological data and occur-
rences, is acquired from the term ‘biometry’. An individual’s
distinctive physical characteristics or other characteristics
can be recognized through the procedure of biometrics and
computerized devices that record all the characteristics,
which is used to verify the individual. Unlike knowledge- or
token-based approaches, like passwords or identity cards,

biometric attributes are (specific to each particular) more
trustworthy at confirming identity. The physical charac-
teristic of a person is reflected in physiological biometric
identifiers, which involved fingerprint, iris, DNA, facial,
odor/scent, palm print recognition etc. Voice recognition,
keystroke dynamics, signature analysis etc. are examples of
behavioral trains that are connected to a person’s pattern of
activity. Some of the physiological and behavioral charac-
teristics of a person are shown in Figure 1.

A general biometric system is depicted in block diagram
in the following Figure 2. The methods of ‘Biometric tech-
nology’ are created with the intention of using biometric
information obtained through biometric attributes. The
biometric system is automatically processed through a
mechanism with a set of steps, which includes, (i) Biometric
data is to be fabricated in terms of iris, facial image, palm
vein, fingerprints etc., (ii) Data extraction from the stored
samples, (iii) Comparison of the real-time data with the
source database, (iv) If verification reaches the predefined
threshold, then authentication will be successful.

Biometric technology is composed of both hardware
and software. Hardware for assembling, studying, and
matching biometric information is known as a biometric
recognition device. Biometric information is a specimen
of a person that is specific to that individual. A biometric
engine is a part of the software integrated into biometric
technology that processes the biometric information that
has been collected. The software often takes place in con-
junction with the hardware to run the capturing procedure
of the biometric data, extract data, and perform indistin-
guishability, regarding data matching. An image capture
module gathers an individual’s fresh biometric information
with the use of a sensor during the process of capturing bio-
metric data.
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Figure 1. General classification of biometric schemes.
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Figure 2. Systematic representation of generic biometric system.

Biometric identification enables a persistent connec-
tion between the user’s identification and the verifier. In
the event of a breach, the biometric information cannot
be restored because it is inextricably linked to the user.
Furthermore, the usage of biometrics poses a threat to pri-
vacy. The personal information of a user may be stolen by
connecting the biometric information recorded in several
databases.

There are approaches to address the issues that arise
from the use of both cryptography and biometrics by inte-
grating both. This composite system, also known as cryp-
to-biometric systems, combines the capacity of biometric
technology for individual authentication to boost the safety
of cryptographic techniques. Together, these two methods
can improve and strengthen the configuration of the system
since they have supplementary qualities.

The necessary confidence for encryption can be pro-
vided by utilizing the high correlation between the biomet-
ric traits and user’s identification. Additionally, biometric
information can be protected using cryptographic meth-
ods while maintaining security. The most straightforward
approach is to verify each user using their biometrics and
once the verification is successful, free the confidential key
relating to the user to the system. Biometric technology can
verify only one bit at a time. To achieve a key, a hacker could
replace the bit with a relevant outcome (like a Trojan house).
The limitation of this method lies in poor setup between
cryptographic techniques and biometrics. However, there
are certain issues with the crypto-biometric scheme.

A biometric system must include the protection of bio-
metric template to guarantee the confidentiality and the

secrecy of biometric information [2]. Biometric systems
have their own issues, including the inability to be revoked,
a lack of diversity, and potential privacy breaches. The
user authentication system is revocable in nature, which
implies that if the validator (e.g., Password) is hacked, a
new authenticator can be used instead. In this system, it is
not possible for the previous validator to authenticate. Here
the user is totally linked to their biometrics characteristics.
This makes the biometrics data unchangeable because the
biometric qualities are innate and immutable [3]. The tem-
plates created in different biometrics systems are remark-
ably similar under consideration of the identical biometric
traits. If a template in a system got compromised, it poses a
significant security risk in the system. This is because, bio-
metric traits are permanently associated with specific sys-
tems and cannot be replaced with new data. This indicates
an inadequacy of variation in templates. As a result, it is
possible to log into other systems using a hacked template
from one system. The interconnection of templates could
jeopardize user confidentiality.

To address the drawback such as irrevocability, non-di-
versity, and potential invasion of privacy, a new field of study
as cancelable biometrics has developed [4-6]. The biomet-
ric data in these frameworks is altered by using a one-way
transformation. In the altered domain, a matching process
takes place between two sample readings from templates.
A determination of authentication success or failure results
in such a differentiation. Regrettably, because it functions
like the traditional biometric authentication system, using
it for cryptographic purposes leads to a poor connection
between cryptography and biometrics. Furthermore,
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biometric information must be transferred across insecure
networking channels, to use remotely. Consequently, it is
necessary to create a revoking, irreversible encryption key
that can be generated from biometric of two independent
people while maintaining their confidentiality and secrecy.

There are various methods [7,8] that can establish a
solid connection among cryptography and biometrics.
The aforementioned system endeavors to acquire biomet-
ric data containing encryption keys. These keys, which are
achieved using biometric information, are alluded as cryp-
to-bio keys. Key formation [9] and key re-generation are
the two main strategies. The key formation system retrieves
a reliable bit-sequence known as a crypto-bio key. Several
authors on [10-12] provide several instances of key forma-
tion systems. Whereas key re-generation systems, which
associate a randomly generated key to the source biometric
information before regenerating it using a distinct biomet-
ric specimen [13-15]. A solitary biometric identifier-based
biometric system cannot meet the severe accuracy require-
ments placed by high-level safety appliances and large-scale
recognition systems. By compiling data from multiple bio-
metric traits, multiple biometric systems get beyond this
restriction. Multi-biometric systems are more accurate
at identification and have a wider community coverage
than systems that just use one biometric feature. To make
a trustworthy identification determination, the data from
diverse resources might be combined at different levels.
While discussing several biometric methods, four consid-
erations need to be taken into account which includes the
source of the data, the method of operation, the degree of
fusion, and the fusion strategy. The different subcategories
of multi-biometric systems are multi sample, multi sensor,
multi instance, multi algorithm, and multi modal. The veri-
fication for the initial four situations is acquired from single
biometric attributes, whereas the confirmation for the fifth
situation comes from numerous biometric qualities [16].
The combination of multiple biometrics shows that the
systemr’s confidentiality and dependability have improved.
Different degrees of combination in multiple biometric sys-
tems is provided as follows:

Biometric
Fusion

« Sensor level fusion: Prior to feature extraction, the ver-
ification provided by the raw data from many resources
of information is combined at this level.

o Feature level fusion: Combining data from two inde-
pendent sets of the same person’s biometric attributes.

o+ Score level fusion: Integrating the result of the match
scores issued by several biometric matchers to reach a
final authentication,

o Rank level fusion: The process of combining all the
ranks produced by various biometric sub- system to
create a consent rank for every identity.

o Decision level fusion: When just the person biometric
matcher’s decision outputs are available, combination is
done at the decision level.

These levels in actual execution will be implemented in
biometric technology as given in Figure 3.

It is important to choose biometric traits carefully such
that at least one of them is exceedingly challenging to take
a picture. A secure biometric cryptosystem will be provided
by two or more biometric traits combined with an improved
cryptographic key generation process.

In the present scenario data secureness has become a
big challenging issue in view of network security. Biometric
cryptography plays an important role in overcoming the
facing challenges. In the year 2019, Kaspersky research-
ers observed that one-third (37%) of the computers in the
company’s telemetry that gather, process, and store bio-
metric information were the targets of malware attacks in
the third quarter [17]. Recently in the first quarter of 2022,
India faced around 18 million cyber- attacks, which are
mostly happened during digital transactions as per the data
reported by Google’s Royal Hansen [18]. Data analysis of
cipher shows that approximately 28000 cyber-attacks have
come up during the COVID pandemic period [19].

The primary research gap in biometric cryptography
is the lack of a thorough analysis that integrates advance-
ments across fingerprint-based, iris-based, and DNA-based
cryptography. Despite numerous studies reporting on each
approach separately, there is a significant need for a com-
prehensive comparison and in-depth understanding of
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Matching

After matching

Feature Level
Fusion

Sensor Level

Fusion Fusion

Score Level

Decision Level
Fusion
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Figure 3. Various levels of fusion.
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their performance, limitations, and integration potential.
Previous studies have mainly explored biometric approaches
in isolation. But they have failed to analyze the benefits and
challenges of cross-modal systems and the complexity of
scalability, efficiency, and privacy protection. In addition,
various issues such as template protection standardization,
error correction in fingerprint systems, and the real-time
applicability of DNA cryptography are remained unsolved
which hinder the progress of this field.

In this context, we present a comprehensive survey on
biometric cryptography, which emphasizes the security,
privacy, and technical aspects of biometric technologies.
This review paper critically evaluates the recent litera-
ture by providing a clear overview of the current state of
research and identifies its future directions. It also focuses
to guide further advancements in biometric cryptography
by addressing those overlooked topics. The present study
focuses and analyzes the current research and developmen-
tal work on crypto- biometrics. In this review, the main
attention has been given to fingerprints, iris and DNA-
based cryptography.

The initial section of this review provides a comprehen-
sive overview of biometric cryptography, where brief sum-
mary of the needs of this research is discussed. In the next
section, the details survey focusing on latest advancements
in fingerprint, iris, and DNA-based systems have been
highlighted. This section qualitatively describes the critical
role of integrating biometric data with cryptographic mod-
els to improve the security and efficiency of digital com-
munication systems. Then a thorough analysis of various
cryptographic models is provided where the performance
and effectiveness of various model is compared with exist-
ing conventional methods. Finally the review concluded
with a brief summary of the key findings and insights
from the previous literatures. The conclusion thoroughly
discusses the potential advancements in biometric cryp-
tography, addressing current limitations, and an indicative
future opportunity for researchers in this field.

DETAILED CURRENT SURVEY ON BIOMETRICS

Review on Fingerprint

Each person has a unique fingerprint, supported by a
personal pattern and unique print set. To distinguish one
fingerprint from another, it shares three key characteristics
that are arch, loop, and whorl. These three characteristics
are classified based on the direction of the ridges. Among
three characteristics; Arch: has ridges that rise from the
center to all directions; Loop: has ridges that have a circular
pattern, which enter from one side, flow around the center,
and exit on the other side. Whorl: have ridges that form a
spiral pattern. The following Figure 4 describes the charac-
teristics of fingerprints. These are the following reviews on
fingerprints based on Cryptography.

This section summarizes a series of recently published
articles in the area of fingerprints. The integration of finger-
print features into a biometric key-dependent cryptosystem
represents an innovative strategy to enhance overall system
security. By incorporating fingerprint characteristics as a
key component, the system is strengthened against unau-
thorized access or breaches. The fingerprint-generated key
coupled with the system’s cryptographic key is shown in
Figure 5. In this research, the authors suggested an effective
method for extracting minutiae from biometric images to
generate irreversible cryptographic keys using fingerprint
biometrics. For segmentation, the picture is partitioned
into blocks. The gray scale difference is determined for
every block. It is relegated to the background if the value
is less than the global threshold, otherwise it is allocated
to the foreground. The variance threshold distinguishes the
foreground and background regions. The ridge structures
are present in the segmented foreground sections, while
the remaining regions have not been touched. In terms of
distinguishing the foreground and background regions, a
variance threshold of roughly 100 has been shown to offer
the best results. The Normalized image is represented by
equation (1),

Figure 4. Characteristics of fingerprints.

Different Types of Whorl
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For a pixel I(i,j), the estimated mean and variance are
denoted by M and V, respectively. M, and V| represent
the intended mean and variance values. As a normaliza-
tion method, histogram equalization is a mechanism for
enhancing the contrast of images by altering their inten-
sity values. The original image’s histogram shows that all
the intensity values are on the right side of the 0-255 scale
and there are no pixels on the left. The normalized image’s
histogram reveals that the range of intensity values has been
modified, resulting in a more equal distribution of dark and
light pixels. The suggested approach generates a 128-bit
cryptographic key from the system and a 128-bit biometric
key from the fingerprint minutiae. A 256-bit secret key is
formed by combining those two keys [20].

In conventional cryptosystems, managing and ensur-
ing the confidentiality of keys poses challenges. The Key
Distribution Center (KDC) is primarily used for key distri-
bution, which is further secured through enhanced privacy
through the integration of biometric data. The KDC facili-
tates secure communication in symmetric cryptography. In
symmetric cryptography, which often uses a special key to
share the session key [21].

The fingerprint biometrics of the communicating party
serves as a solution, involving the distribution of the session
key alongside the user’s fingerprint-based key. There is no
way to compromise the unique key because it is produced
using the user’s fingerprint. This eliminates the need for the
communication party to memorize the unique key since it
is linked to the user’s biometric information. The knowl-
edge-based authentication of KDC is converted to biomet-
ric authentication using this method. The user’s identity is

kept secret even if the KDC is compromised, which safe-
guards the privacy of fingerprint identity. The KDC is reg-
istered with user fingerprint information. Minutiae points
are retrieved from the fingerprint image after pre-process-
ing. The fingerprint data is converted into a cancelable
template using a one-way Cartesian transformation func-
tion [4]. During this transformation process, minutiae
points are separated into cells, and each cell can include
one or more minutiae points. Minutiae points are moved in
accordance with the location of their new cell after the cells
are randomly shuffled (using a key as the transformation
parameter). The cancelable template created using a user’s
fingerprint data is registered with the KDC. A Unique Id
(UId) is given to the user, and the cancelable template that
corresponds to the UId is kept in the KDC database. A
user’s cancellable fingerprint data may be enrolled in one
of two methods. The cancelable template can be sent to the
KDC over an encrypted channel. Alternately, a user can
physically enroll his fingerprint data in a safe position using
an offline enrolment method.

A modified minutiae point with (x, y) coordinates val-
ues is a component of a cancelable template. First, a minu-
tiae point (lets say, M,) is chosen, and then the distances
(Dj where i # jand j =i+ 1,i =1 to n) of this minutiae
point from every other minutiae point (i.e., M;, where I =
i + 1 to n) are determined. Each distance can be recorded
as a vector which is denoted as D = (D, ;1> Dy jy2 --» Dy,
.)> where j = 1 to n, n = the number of total minutiae in
cancelable template. The average distance D,,, is calculated
using the equation (2),

n-1
2
Davg = nx(m—1) Zl Di.}' (2)
i=

The average distance D,,, in each distance D;; is com-
pared and matched, which results in a key in the binary
form. If the distance exceeds the average, the bit is 1, and if

Plain Text —

Encryption Cipher Text Decryption

———————— Plain Text

Algorithm Algorithm
Public Private
Key Key

A combination of biometric keys and system’s secret key

Figure 5. Generation of secret key combining biometric keys and system’s secret key.

Table 1. Segment specific time

Execution Extracting features

Creating cancelable template

Producing key  Overall time to produce a key

Time (sec) 0.05 0.006

0.003 0.059
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not, it is 0. This results in the production of a binary vector
K, from all components of the distance vector D;. To cre-
ate an everlasting key of N bits, the initial N bits of K, are
required. As a result, KDC creates the fixed keys K, K,
from the cancelable templates of the user S and R, respec-
tively, and uses these keys to produce an encrypted commu-
nication link with the communication party. Then, for the
pair of communicating parties mentioned above, the KDC
chooses a confidential key at random. Messages between
users S and R will be safely transmitted using this secret key.

For experiment purposes, one fingerprint is used as
the input and a genuine key which is everlasting is created
using that fingerprint image. The key to the impostor is cre-
ated using the left fingerprints in the uniform database of
fingerprints. In this suggested method, authors have con-
trasted the genuine key to impostor keys made from differ-
ent fingerprints to assess the resilience of the genuine key. It
is determined that the counterfeiters are unable to produce
a key in a manner that is like the real key. The length of the
impostor’s key is half as long as a genuine key, on average,
according to Hamming distance. As a result, to successfully
crack the real permanent key, the impersonator must esti-
mate at least half of the bits or 128 bits of the 256 bits. The
overall time to construct a key from a fingerprint picture
is calculated to assess the overhead time of the proposed
method as reported in [21]. The implementation period
considers the time spent extracting features, creating can-
celable templates, and producing keys. The following Table
1 includes the segment-specific time.

Utilizing a key-pair generated from fingerprint impres-
sions provides a more secure approach to encryption and
decryption processes. The ability of the key generation
technique to generate the key from the retrieved minutiae
points of the fingerprint biometrics is an efficient technique
for ensuring the privacy and security of the key creation
process. A matrix is used for representing the scanned
picture of the fingerprint in the minutiae point extraction
procedure. A set of number of furrows and ridges in a
small section is represented by the matrix consisting of
data regarding the number of ridges and the furrows. In
the method proposed by Ankit et al., minutiae points are
extracted in a three-step process, and the scanned image
is then converted into machine-readable data to analyze
the pixel values. In the ridge thinning technique, repeti-
tive erosion is used to identify the ridges of pixel of width
one and then the suggested system, which is based on the
minutiae point method [22], creates both public and pri-
vate keys from an individual’s fingerprint minutiae points.
The time taken for every process is calculated in this work.
The suggested method offers the advantage of not requiring
the asymmetric key to be kept in a secure location, which
drastically reduces security risks. The economic growth
of this kind of biometric cryptosystem would be the main
emphasis for future development, which would guarantee
that any communication channel or network is secure [23].

When two parties communicate over an unsecured
channel without prior acquaintance, the main limitation
of the Elgamal cryptosystem is the necessity for a pair of
encoded messages. The recipient’s public key and the send-
er’s private key are used in this computation to encode the
message. For highly secret data exchange across the system,
instead of using a random number as a private key in the
calculation, employing a specific fingerprint ensures better
security. The system’s data exchange is made more secure
by the organizations that uses a specific finger impression
as a framework for confirmation [24]. The rough edges of
a finger leave a distinctive mark. They are always unique
since they are created in person during their final devel-
opment prior to birth. In the field of criminological study,
fingerprints play a significant role. Techniques for coordi-
nating distinctive marks are categorized into three kinds.
It consists of edge include based, details based, and con-
nection-based coordinating. The idea put out by Sergey
Tulyakov [25] is to protect biometric systems by using sym-
metric hash capabilities.

Since the user’s fingerprint is saved in a database and
only pulled out upon authentication, no one may pretend
to be the sender using this Elgamal encryption system. By
adding a random exponent k, Elgamal makes the Diffie-
Hellman key exchange procedure simpler. This exponent
takes the place of the receiving party’s private exponent.
This makes the technique easier to use and allows for one-
way encryption without the involvement of the second
party. The ability of the algorithm to encrypt electronic
messages that are sent via public store and forward ser-
vices represents a significant advancement of the algorithm
in this case. A key component of the encryption process
is the randomness of the random exponent k selection,
as the ability to guess the random exponent provides the
attacker with a large portion of the information needed to
decrypt the message. Following the decryption procedure,
sender A will select a number arbitrarily and generate a
fresh public key, each time A wants to convey a message to
the receiver B. In the suggested approach, the sender’s (A)
produced random number (k) and the receiver’s (B) private
key serves as each party’s unique fingerprint. The decimal
values of each fingerprint are obtained. The fingerprints
decimal value was collected through a biometric authenti-
cation appliance. With this proposed approach, the sender
and the recipient can encode and decode the data while
ensuring non-repudiation and verification. It is more safe
to communicate information through a system with high
confidentiality when a particular finger impression is used
as the private key in the computation rather than a random
integer.

Integrating fingerprint recognition with cryptographic
methods, particularly through the Secure Hash Algorithm
SHA-512, combines advanced image processing with
SHA-512 to enhance the efficiency and security of finger-
print-based authentication. The study creates a robust iden-
tity verification system by extracting distinctive identity
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verification system through SHA-512. The hashin process
gets optimized through the use of SHA-512 loop unrolling
resulting in improved performances along with maintained
security feature. This approach reduces the resource alloca-
tion and thereby makes the standalone device economical
and power efficient. The Look-Up Table (LUT) utillization
is reported to be reduced from 63% to 33.07% along with
Flip-Flop (FF) utilization decreased from 36% to 13% and
Clock Buffer Resources (BUFG) utilization rate stands
notably low at 3.13%. This results showcased the improved
efficiency in budget allocation, lesser time consumption in
hashing. This feature makes the process suitable for time
sensitive applications. Future studies can explore the inte-
gration of Field Programmable Gate Arrays (FPGA) for
further optimization of resource expenditure towards the
improvement of system efficiency [26].

Generating symmetric cryptographic key by using fin-
gerprint biometrics offer a unique system in securing com-
munication technology. The system uses a combination of
Diffie-Hellman key exchange and fingerprint authentica-
tion to create a secure communication channel to encrypt
and decrypt between two party’s sender and receiver. This
system is more secure, convenient and scalable against
several attacks, man-in-the-middle attacks, and imper-
sonation attacks. The workflow of the system is as follows:
Initially, by using Diffie-Hellman key exchange, the sender
and reciever exchange their public keys. Then a figerprint
template is generated by the corresponding sender from
their fingerprint images, followed by an encryption of the
template with the use of public key of the recipient. After
recieving the encrypted template from the sender, the
reciever uses their private key to decrypt it. Then both the
decrypted template and original fingerprint is compared. If
the fingerprint matches, the reciever gets to know that the
message is sent by the intended sender.

The system is then examined by using four fingerprint
image datasets refer to FVC2002 databases (FVC2002DBI,
FVC2002DB2, FVC2002DB3, and FVC2002DB4). Each of
this dataset contains 100 subjects, consisting 8 impressions
per subject. Performance was assessed based on the FVC
protocol, which dictates that all unique impression pairs
from the same subjects are used to generate genuine cryp-
tographic keys. The results demonstrated that the system
achieved a high level of accuracy [27].

Biometric security is enhanced by integrating Elliptic
Curve Cryptography (ECC) with advanced session keys,
improving protection against sophisticated cyber threats.
By combining ECC with dynamically generated session
keys, the approach adds an additional layer of protection,
which significantly enhances the security of biometric sys-
tems against various cyber threats. The study demonstrates
that this innovative method remarkably improves resistance
to common cryptographic attacks, such as those targeting
static information, by incorporating dynamic session keys.
Compared to the traditional static key mechanism, this
dynamic session key makes the system more secure and

prevent the attackers from exploiting the system. The sim-
ulation results in the proposed system substantially resticts
the data breaches and subsequent security threats, resulting
in increasing security parameters. Moreover, the approach
maintains high system performance while strengthening
security, as indicated by the successful simulations that
highlight its effectiveness without compromising opera-
tional efficiency [28].

Elliptic Curve Cryptography (ECC) parameters for
fingerprints are generated through several key processes,
including fingerprint preprocessing, ECC parameter
extraction, and public key computation [29]. The litera-
ture outlines various thresholding methods, such as Global
Thresholding and Thresholding with Iterative Application
of the Laplacian Operator [30]. Among them, particularly
adaptive thresholding is suggested due to its speed and
reliability in fingerprint analysis [31,32]. In the complex
patterns of fingerprints, where it is important to preserve
intricate details, this procedure is effectively adapted.

This work notably highlights the recent advancements
in biometric security carried out with the integration of
Elliptic Curve Cryptography (ECC) and effectively protects
the sensitive dataset as reported in [32]. Through incorpo-
rating upgraded session key introduces dynamic features to
the biometric security and thereby overcome various lim-
itations as discussed in [33]. This study shows that apart
from the parameters 'A', 'B', 'G' and the public key associ-
ated to each fingerprint are distinct and stable. This feature
reveals the novelty of the ECC parameters derived from a
single fingerprint. Fingerprint Quality Index analysis shows
that the recovered image after the attack is qualitatively pro-
tected. This method potentially tackle the practical chal-
lenges indicating its effectiveness against potential threats.
The integration of ECC in enhanced session key is found
to be advantageous in high security environment including
financial sector, defence agencies due to its improved iden-
tifications accuracy and security.

An encrypted security model integrating OTP, cryp-
tography, and fingerprint sensor technology was devised to
enhance the security of biometric systems. Within this net-
work an OTP generator that can be changed intermittently
with variations of inputs. The architecture of this method-
ology is furnished in Figure 6. The whole system can be
implemented through an application in android mobile.
The potentiality of the system extended to a pattern identi-
fication scheme, where a set of template-based features can
be obtained for the enrolled personnel [34].

The system will be accessible after first logging in by
the administrator and then by the user. Here admin has the
authority to carry out the registration process of a user by
taking the fingerprint as well as identification documents of
the user. Registered customers can retrieve their own data
through biometric as well as OTP verification. The system
algorithm consists of (i) Advanced Encryption Standard
(AES) Algorithm and (ii) Time-Based One-Time Pass-
word (TOTP). The AES algorithm constitutes by three
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Figure 6. Architecture of the proposed methodology [From Pawar et al. [34], with Permission from Solaris Publication].

block ciphers. By using 128-bit, 192-bit and 256-bit cryp-
tographic keys, all ciphers perform to encrypt and decrypt
the block data. Whereas TOTP algorithm executes the OTP
in the android-based application in a definite time interval.

As reported in [35], it is not practically possible to gen-
erate the same key from an interferer’s fingerprint. Neither
the user’s fingerprint nor the encryption key needs to be
stored. This improves the scheme’s security. The proposed
solution guarantees the confidentiality of a user’s biomet-
ric data while also addressing the issue of encrypted key
storage. Inside the same region of all the fingerprint photos
of the same person, a collection of minutiae points is care-
fully chosen. This assures that all the images of fingerprint
of the same person use the same collection of minutiae
points. The suggested method only examines ridge end-
ing and ridge bifurcation points. The local pattern of pixels
where the ridge terminates or divides is distinguished by
analyzing the depleted binary image. Feature points were
extracted from the fingerprint image using NIST’s NBIS
software tool FpMV (Fingerprint Minutiae Viewer) [36].
A fingerprint image is taken by this tool and it outputs
minutiae points with x and y coordinates, angles, quali-
ties, and types of minutiae. The keys are generated using
x and y coordinate values in the suggested method. Gray
coding is an essential component of the presented method
since it reduces inconsistencies between keys generated
from numerous instances of the same fingerprint. The gray
code representation lowers the mistake caused by minor
differences in the distances between two minutiae spots
in two distinct fingerprints. The practicability of the pre-
sented scheme is investigated by calculating the specified
difference between the key strings, as a key created using
an impostor’s fingerprint differs significantly compared

to one created from another occurrence of the same per-
sons fingerprint. The Hamming distance is employed to
quantify the difference between two key strings extracted
from identical fingerprint images. It calculates the number
of differing bits between two binary strings. In the case of
legitimate fingerprint, the highest Hamming distance is 20,
whereas the average Hamming distance is 12. The impostor
fingerprint has maximum and average Hamming distances
of 81 and 65 respectively. In this suggested technique, error
correction codes are used to fix tiny variations in keys of
the same person’s fingerprint. The stated scheme becomes
much more intriguing as a result of this.

A novel Biometric Cryptosystem is introduced based
on fingerprint identification, utilizing an Eigen space algo-
rithm instead of traditional geometric methods. It organizes
Eigen space and computes Eigen values and vectors from
fingerprint images taken at various angles. In this method
(Figure 7), the authors first analyzed fingerprint images
from different positions and computed an average image
for the training set. Each image I(x, y) in an N * N array is
transformed into a N* * 1 vector. Let I = [py, Py, P> Pas - - > PN
represent the pixel values. After normalizing each image,
the normalized image is calculated using @, = %Zﬁzl Do,
resulting in a normalized image I' = [p,, p,’, P35 Ps» .- PN']-
After that average image is calculated by, A = %Zfﬂ 1.
Finally, projecting all images onto this eigen space, h; is cal-
culated by equation (3),

1 ’
le1, €2, €5, 4, .., €5]" ;Z?:1(1i - 4)? (3)

where, e, e), €3, ¢, ..., ¢, represent the eigen space vec-
tors, each of which is N-dimensional. In the next step, an
unknown input image is projected onto the eigen space
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which results in a p -dimensional point labelled as h. The
Euclidean distance between point h and eigen space image
h; is then calculated. If this distance falls below a predeter-
mined threshold, the image is identified; if not, it is consid-
ered as unknown.

The effectiveness of this methods across diverse sub-
jects is validated by experimental results. The practical rec-
ognition systems customize the precision and efficiency of
the system by considering limited sample sizes. This fur-
ther forms an universal Eigen space through averaging the
image and standardizing the pixel value. The time complex-
ity of this method is estimated as 0(p*?), demonstrate the
simplicity, speed and reliability of the system compared to
other methods. This research lacks efforts to improve suc-
cess rates, especially for larger databases, and to assess real-
time applications across different programming languages
and hardware platforms [37].

A study aims to demonstrate a prototype of a pass-
word-less authentication system integrating cryptographic
methods, steganography, and physiological and behavioral
biometrics. It shows that the password-less authentication is
scalable and can be acheiviable while balancing both secu-
rity and usability. This model integrates threat modeling
techniques to identify security requirements and appropri-
ately select the proper security protocols. The comparative
analysis also shows that the system works as effectively as
other password based systems with reasonable authentica-
tion time-frames without any additional hardware costs.
The system effectively eliminates the risk of data breaches
by avoiding the password storage and their hashes. This
techniques presents the password-less system as a potential
alternative which addresses various user related challenges

Calculate the matrix U,

Distance
(D) <
Threshold
value (0)

Yes

No

Figure 7. Schematic block diagram of fingerprint recognition model as demonstrated in [37] [Drawn by the author].

[38]. Table 2 summarizes some important results from the
recently published articles based on fingerprint.

Review on Iris

Unique Iris pattern recognition can be used in cryptog-
raphy to create secure passwords and encryption keys and a
digital representation of the eye that can be used to authen-
ticate users and encrypt data. The four main regions of the
iris, shown in Figure 8, that are used for iris recognition are,

Internal region: Pupil, is the most stable and least sus-
ceptible to changes in lighting.

External region: Sclera (the white of the eye), contains
many unique features to identify individuals.

Lower region: The region below the pupil which is less
susceptible to occlusion by eyelids and eyelashes.

Upper region: The region above the pupil which con-
tains many unique features to identify individuals.

This section summarizes the recently reported articles
in the area of Iris.

In 2008, a ground breaking biometric cryptosystem
using iris recognition was introduced. It involves during

M Internal Region
M External Region

O Upper Region
0 Lower Region

Figure 8. Different regions used for Iris Recognition [39]
[Drawn by the author].
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Table 2. Significant contributions based on fingerprint

Datasets Used During Method Processor Advantage Ref.
Performance Analysis
- Generating secret key by combining the - Fingerprint for [20]
fingerprint characteristics as a key and enhance security of
Cryptographic key data
FVC2004 MINDTCT tools of NBIS software - Fingerprint for [21]
The traditional key distribution center (KDC) key distribution
is strengthened by the integration of user’s center
fingerprint data, this allows parties who want to
connect with one another to share a secret key
using fingerprint data.
http://www.academia. An encryption and decryption technique that - Fingerprint for [23]
edu/4814389/D01211622.  leverages a key-pair derived from fingerprint Network Security
http://www.yaldex.com/tcp impressions.
ip/0672325659_
ch20levlsecl. html.
- To enhance network security and support - Fingerprint for [24]
this analysis, the ElGamal algorithm has been Enhanced
implemented. Security
Mechanism
FVC2002 A combination of Diffie Hellman key exchange ~ Commercial Fingerprint for (27]
databases (i.e., and fingerprint authentication to create a secure  software Secure
FVC2002DB1, communication channel to encrypt and decrypt ~ VeriFinger SDK communication
FVC2002DB2, between two party’s sender and receiver.
FVC2002DB3and
FVC2002DB4)
INSURANCE Retrieval of data and cryptography AES TOTP (Time- Fingerprint for [34]
COMPANY’s algorithms and non-repudiation and verification Based One-Time  Insurance Data
data while allowing for encoding and decoding Password): TOTP  Retrieval with
between the sender and the receiver. in RFC 6238 Additional OTP
Generation and
Verification.
Fingerprint Verification To derive a cryptographic key directly from NIST’sNBIS Fingerprint for [35]
Competition (FVC) 2002 the unique features obtained from a user’s software tool Cryptographic
Database DB1 fingerprint. FpMV (Fingerprint Key Generation.
MinutiaeViewer)
- Eigen space approaches is used. The identity R-software Fingerprint for user  [37]
of the individual is known if there is a minimal recognition
distance between Eigen space and the unknown
picture.
- Combination of cryptographic methods, JAVA Fingerprint for [38]

steganography, fingerprint for password-less
authentication. Threat modelling approaches to
identify the system’s security requirements and
choose the best cryptographic protocols.

password less
authentication

encryption process by utilizing a 256-dimensional textural
feature vector extracted from the iris image through 2-D
Gabor Filters. Reed-Solomon Code generates an Error
Correction Code (ECC) simultaneously. Then the fea-
ture vector is transformed into an encryption key via a
Hash function. This cipher key is employed by encryption
algorithms to secure sensitive data. ECC rectified the fea-
ture vector obtained from the input iris in the decryption
process. The Hash function converts it to the cipher key.

Finally, the data is decrypted using standard decryption
techniques with the key [40].

Another study proposes that a unique iris cryptosystem
is developed using a modified fuzzy vault algorithm and
iris texture features, effective in fingerprint cryptography
[41,42]. CRC codes are generated and mixed with the orig-
inal message, then encoded using Reed-Solomon to pro-
duce RS codes of length 256. Grids B and C, each 256 X
3, are created as vaults [43]. RS codes are placed in Grid C
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with remaining rows filled with random integers for data
obscure. Grid B is filled to minimize dissimilarity between
vectors from identical iris images. During decryption, the
modified fuzzy vault unlocking algorithm retrieves the fea-
ture vector from the decryption iris. RS decoding recovers
the message and CRC codes, which are then used to check
decryption success. The variations between most of their
corresponding elements of two vectors taken from the
identical images of the same iris are smaller than the vault
tolerance. This difference can be eliminated by determining
the order of Grid B by choosing the elements in every row
that is closest to the corresponding elements of decryption
vector. FAR, FRR, and MC code lengths are 0, 4.6296%, and
128 respectively.

Error-correcting code and Hashing algorithms have
been proposed by several authors as the foundations for
the iris cryptography system [12,44]. This method assumed
that the maximum error rate of the iris templates utilized
for encrypting and decrypting is not exceeded 10%. The
biometric data is exposed through the secured error-cor-
recting code. Hao [14] rectified the disparities between the
encoding and decoding of iris codes using Hadamard and
Reed-Solomon code. The weakness in the system lies in its
low level of security (Breaking ratio= 2**). In this paper,
an innovative cryptosystem based on the production of
iris keys is suggested to address these shortcomings and
enhance security. Iris distortion, CCD camera pixel noise,
eyelashes, among the other factors, create differences in fea-
tures retrieved from different images of the same iris. As a
result, the iris features cannot be employed as a cipher key
directly. This paper employs an error correcting method
to eliminate the difference to tackle this challenge. The iris
textural feature vector is translated using the Hash function
and the Reed- Solomon error-correcting algorithm.

John G Daugman [45] uses the preprocessing proce-
dure to locate and normalize the iris. The inner 3/4 of the
bottom half of an iris is defined as a region of interesting
(ROI). The ROI is then converted into a (256 * 64) pixels
rectangular block. A set of 2-D Gabor filters are applied to
the normalized iris image. By converting each iris vector’s
component to an integer between [0, 15] the feature vec-
tor is obtained. The public database CASIA 1.0 [46] is used
to test the practicality of the proposed system. Selecting
three images of each iris for picture blurriness, occlusion,
and other different issues, author conducted (108 * 107)

imposter decryptions and (108 * 1) genuine decryptions.
After completing all of the decryptions, the result of FAR
and FRR are 0% and 5.5556% respectively. The value of FAR
is ideal for preventing data from being effectively decrypted
by an imposter. The probability of accessing the message
from the vault without the real iris can be determined using
the equation (4),

64 (i, (i
im0 (2" * C3s56) _
= S~ @)

In other words, the security of this system is equiva-
lent to that of a 137-bit cipher key, which is significantly
stronger compared to Haos method, which has a security
level of 44 bits. This method has a FRR of roughly 6%,
which indicates that 6% of real users will have to present
their iris more than once for decryption, which can still be
accepted. For this cryptosystem, a more fruitful technique
of extraction can be developed, and the suggested system
can be tested on a big database.

A unique and highly secure cryptographic key is cre-
ated from an iris template by employing AES for encrypt-
ing and decrypting identification data. For the genuine
identification test, this study utilizes two distance met-
rics—Hamming distance and Euclidean distance. The Log-
Gabor technique is used for feature extraction. The authors
evaluate the FAR and FRR at various thresholds using both
distance metrics, finding that a threshold of 0.4 yields the
optimal FAR and FRR. Additionally, the authors analyze
the Equal Error Rate (EER) and Total Success Rate (TSR).
The TSR, which measures the verification performance of
the iris cryptography system, is calculated as shown in the
following equation (5),

FAR + FRR
Total no.of accesses

TSR = (1 )X 100%  (5)

In this case, the Equal Error Rate (EER) is 3.68%, while
the computed Total Success Rate is 89%. The comparison
results of using Hamming distance and Euclidean distance,
are given in Table 3, which we collected from available lit-
erature [47].

When compared to the result of the Hamming dis-
tance, the result of the measurement of Euclidean distance
is substantially weaker and ineffective for the application
of iris recognition. Because of its efficiency and simplicity,

Table 3. Comparison Results Using Hamming Distance and Euclidean Distance

Threshold Value (0.4) Hamming Distance Euclidean Distance
FAR (%) 0.02 20.5

FRR (%) 11 41.51

FAR (%) 3.68 287

FAR (%) 89 56.41
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Hamming distance is an appropriate distance metric for
computing the difference between one iris template and
several templates. But Euclidean distance metric is inade-
quate for iris template matching. The efficiency of this iris
cryptography system can be enhanced by researching and
using a hybrid of several error-correcting code techniques
to address the burst and backdrop of an iris picture error.

The phase correlation technique is another efficient
technique to establish a novel iris recognition system [48].
The iris boundaries in the digital image of the eye are
identified using a Canny Edge Detection technique and a
Circular Hough Transform. Circle Houghman Detection
technique is utilized to build up the speed of the suggested
system. In the normalization module, the proposed system
employs the Image Registration technique to align a newly
acquired picture, I (x, y), with a database image, I,(x, y).
The intensity of the new image has been created to be close
to points to the reference image, when a mapping function
u((x, y), v(x, y)) is used to convert the original coordinates.
The mapping function at equation (6) must be selected to
minimize,

[Jaan -t -uwy-vyaay

while being limited in capturing an image coordinate simi-
larity transition from (x,y) to (x'y'), meaning,

()= (;) -sk@) (}) )

In this scenario, 's"acts as the scaling factor, while R(®)
is a matrix that corresponds to a rotation by @. When imple-
mented, for a specific pair of iris images I, and I, the warp-
ing parameters s’ and '@’ are obtained through an iterative
process of minimization. For this iris picture registration, a
phase correlation base approach is applied. The efficiency
of the result offered by the phase correlation method is con-
siderably high.

The normalized iris region is convolved with a 2D
Gabor filter to encode the iris region’s features. The encod-
ing method creates a bitwise template that contains a lot of
bit data, as well as a noise mask that is consistent with the
contaminated area of the iris pattern and identifies the tem-
plate’s bits as corrupt. For comparing the quantified vectors
and verifying users, Hamming distance measurement is
utilized. To enhance security, the Reed-Solomon method
is used to encrypt and decrypt data directly. By applying
proposed Hadamard and Reed Solomon error correction
algorithms, authors were able to reach a 60 percent accu-
racy rate for a single accurate capture between two different
photographs of the same iris. The appropriate acceptance
ratio could increase to 93.6% if multiple photos for a single
iris are saved for matching and comparison.

By employing visual cryptography, the method [49,50]
offers dual-layer security to the biometric template, ensur-
ing the preservation of the iris template’s extracted image

within the proposed approach. In addition, each template is
given a distinctive number that is encrypted by employing
Visual Cryptography. CASIA eye image database [51] has
eye images of 756 grayscale with 108 unique eyes or types
and seven various images for each individual eye. In this
paper, JAVA platform is used to execute the system for the
improvement of the security.

The primary flaw with traditional cryptography is that
it is incapable of identifying legitimate users. Traditional
methods rely on the presence of a token or on knowledge.
It is possible to crack them. The human iris is a distinctive
structure that can be used for non-invasive biometric anal-
ysis. It is reported that encryption keys in software-based
cryptography are lengthy bit strings. It is difficult to remem-
ber such a big list of random numbers. It is also vulner-
able to brute-force attacks or other techniques. Biometric
cryptography was introduced to improve the security of
encrypted data. For the experiments, the Casia iris data-
base was used to obtain iris images for feature extraction
process. A 128-bit secret key is chosen from an iris image
which is used as the key in AES encryption. In this paper,
Radial edge suppression is used for extracting the image
after segmentation. For Normalization process, Dougman’s
rubber sheet model is applied. Five tests are carried out to
ensure that the key is random [52].

Visual Cryptography method is a key tool to create
unique key with the use of the iris template for security
improvement [53]. Employing the VC module for stor-
ing the extracted iris image in the database with the use
of random number generator algorithm has proven to be
an innovative technique to keep iris templates safe. Visual
information (images, texts, etc.) can be encrypted using
the cryptographic technique in visual cryptography which
enables decryption to be done entirely by sight. Visual
cryptography transforms encrypted images based on the
principles of human visual perception. The whole system
is working based on the two phases: (i) Enrollment, & (ii)
Authentication. SNF module is used for segmentation, nor-
malization, and feature extraction process in the enrollment
phase. The author employed the VC module for storing the
extracted iris image in the database by using the random
number generator algorithm. The author has proposed an
automatic segmentation algorithm using Circular Hough
Transform to analyze the boundary of the iris and the pupil.
Daugman’s rubber sheet model is used for normalization
process. In the authentication phase, a comparison is made
between the iris template and the extracted image by send-
ing the image of the eye to the SNF process. In this paper,
shares are generated by using the generated random num-
ber as input to the VC module only for the monochrome
images. The colored eye image will be the focus of future
development with the use of color visual cryptography for
generating the shares. The proposed visual cryptography
method in this paper will solve the problem of the existing
method by generating high quality shares [54].
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The iris image database pictures are first trained by uti-
lizing segmentation, normalization, Hough transform and
feature extraction processes respectively. The text picture
is then used to extract the features of the database’s match-
ing iris image. The size of the database determines the time
it takes to train and text the image [51,55]. For feature
extraction, the normalized iris pattern is converted into a
1-D Gabor wavelet. The obtained information is generated
and quantized into bit-wise templates that are in adequate
sizes for both the real and fictitious responses. The working
procedure of the proposed algorithm is described by the
following flow chart below (Figure 9). This method is used
for the iris template to make it safer from attacks in addition
to providing a centralized database to the users [56].

About 10-20 iris database images are used in the sug-
gested technique. Each of the databases has about 20 images
of it. This work was carried out by using the MATLAB and
the summarized result is given in Table 4, which we col-
lected from [56].

The time of implementation is dependent on the size of
the database. As much as the number of images increases,
the execution time is also increased.

To develop an efficient method for iris recognition, a
study is done by employing advanced techniques such as
Hough transform, Daugman rubber-sheet model for iris
segmentation, normalization. The equation (8) refers to
Log Gabor filter used for iris feature extraction,

- (s (£))

2log (%)2

G(f) = exp (8)

[ User ID Card

Iris Template
Image

{ Database

{ New Eye Image ]—» Segmentation

Normalization

In addition, this equation utilizes 3DES and Twofish
algorithms to improve the privacy through the encryption
of iris template. It is then concealed within a cover image
using a least significant bit technique using steganogra-
phy, which ultimately creates a stego image. This process
makes the changes in master file to be undetectable which
addresses the template security in biometric recognition.
Twofish, Triple Data Encryption System, and LSB stegan-
ography are utilized to emphasize the security Iris template.
This technique primarily executes two operations: securing
and retrieving. In first operation, Iris template and cover
image are taken as inputs whereas stego image along with
cover image in the second operation. Over successful oper-
ations, the outputs of stego image and iris template assert
the strength of the system in the steganography algorithm.
This process highly secure the iris template and reducing
the risks in information technology environments [57].
The generation of iris biometrics based encryption keys
through the extraction and normalization of iris data effec-
tively identify consistent regions within the iris structure.
This methods creates feature vectors from local space filling
curve descriptors. This encryption keys are generated from
the features vectors created from local space. Hybrid feature
selection, neighborhood component analysis along with
interval-based encoding scheme are combined to express
these keys as a distinct feature vector. As shown in Figure
10, the dynamic biometric key generation system is tested
with various iris datasets using illumination and rotation
invariant descriptors. This results demonstrate that keys
in the range of 333 to 1120 bits exhibit high randomness,
unlinkability, revocability. This system is reported to be
secure against brute-force and JPEG compression attacks.
The key generation rate of this system has been achieved up

[ Matching H Yes/No }

Feature
Execution

Figure 9. Working Procedure of the proposed algorithm [From Udayini et al. [56], with permission from Blue Eyes Intel-

ligence Engineering and Sciences Publication].

Table 4. Implementation Time

Images in the database (No.) 10

Implementation time (sec) ~0.602

20 30 40 50
~0.699

~0.735 ~0.806 ~0.832
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Figure 10. Schematic model for iris-based key generation process as proposed in [58] [Drawn by the author].

to0 95.50%, which outperforms existing methods in terms of
false acceptance rate (FAR), false rejection rate (FRR), and
true acceptance rate (GAR). This results make the system
suitable for cryptographic applications in cyber-physical
security, IoT, and cloud computing. Future research could
explore improving key generation speed and testing with
other biometric modalities [58].

The unique iris texture can effectively use to generate
secure encryption keys. This provides a secure method for
protecting sensitive informations. Using the Histogram
of Oriented Gradients (HOG) algorithm, keys of varying
lengths (64 to 1024 bits) were produced. The security and
reliability of the keys are rigorously tested using chi-square,
ENT, and GAP tests. Multiple implementations were per-
formed using high-resolution iris images which shows that
the keys consistently maintains high randomness across
different samples. The study also suggests that biometric
features such as fingerprints can generate similarly secure
encryption keys, which offers a wide range of applications
for improving cryptographic systems [59].

Firdous Kausar [60] proposed an iris-based cancelable
biometric cryptosystem that provides authenticity to the
user and safety encryption of user healthcare data which
is secured and authenticated. Symmetric key-cryptography
is used for encrypting that data and in the encrypted form
keeping it on the smart card. The secret encryption key is
bound to the patient’s cancelable iris template using the
fuzzy commitment approach. Using the owner’s iris tem-
plate of the healthcare smart card, the suggested approach
allows user verification as well as decryption of healthcare
data as needed. The main beneficiation of this paper is the
effective combination of a cancelable biometric system with
the Fuzzy commitment scheme-based key-binding tech-
nique for verifying and safely reserving patient healthcare
data on a smart card. The helper data is created with the
integration of the secret key’s Reed Solomon (RS) encoding
and a cancelable transformation of the patient’s iris biomet-
ric template. The author used symmetric key-cryptography
methods to overcome the crucial issue of key-manage-
ment by authorizing healthcare professionals and patients
to share the encoded key, preserving it nowhere. It can be
accessed at the running time once the user has success-
fully completed iris-based biometric authentication. To tie
the cancelable iris template with the secret key, author use
Reed-Solomon codes. In comparison to [61], where the

maximum key length is 63-bits with FAR of 0% and FRR
of 63%, the exploratory findings demonstrate that it can
be successfully acquired a key of maximum 252-bits with
FAR of 0% and FRR of 7% from the input iris template.
According to the security analysis, the adversary is unable
to extract the secure key from the stored data on the smart
healthcare card. Before applying a secret key to the iris tem-
plate, a non-invertible cancelable transform function pro-
hibits the attacker from performing a cross-matching attack
or obtaining a secret key from the user’ stolen iris template.

The One-Time Iris Code (OTIC) encoding scheme
effectively addresses the security concerns related to trans-
mitting Iris Codes between clients and servers. As depicted
in Figure 11, the model converts the iris code into an 8 X 8
binary matrix and distorts it by rotating the matrix in one
of five possible directions. Thus the security of the original
code is enhanced. In the next step, the distorted matrix is
linearized into a 64-bit sequence, then a 33-bit timestamp
is embedded at random positions using four random num-
bers. This results in 97-bit encoded iris code which is then
combined with 3-bit rotation parameter which forms a 100
bit OTIC. This data is then transmitted to the server which
decodes this OTIC by reversing the rotations and extracting
the embedded timestamp and reconstruct 64-bit Iris Code.
The method minimized the risk of the compromisation of
the Iris code [62].

The histogram processing of iris images, along with FAR
vs. FRR and time complexity analyses, showed that the pro-
posed Iris Recognition System (PIRS) offers greater security
and efficiency compared to conventional systems (CIRS).
The Equal Error Rate (EER) of PIRS is 0.44, which is nearly
similar to CIRS (0.2 to 0.5). PIRS exhibits higher resistance
to common security attacks such as MITM, brute-force,
and replay attack. The time complexity of PIRS is O(log n)
which is lowered than the time complexity of CIRS (O(n)).
This leads to faster execution, enhances overall security and
minimizes the risk of original iris code compromise.

Cloud storage is relatively economical and flexible busi-
ness models, but security breaches remain a major concern
in various threat landscapes. To enhance data protection
in public cloud environments, a biometric-based authen-
tication approach is proposed in the study [63]. The study
improves cloud security by combining biometric authen-
tication, encryption, and data placement methods that
protects the sensitive information from unauthorized
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Figure 11. Enrollment and login process [Harikrishnan ei al. [62], with permisstion from Elsevier].

access and potential misuse within cloud environments.
This study introduces an integrated crypto-biometric sys-
tem (ICBS) for secure data access. In addition to this, a
data-placement method is introduced which is based on
splitting and merging the data into multiple storage con-
tainers. This approach ensures accountability, privacy and
protection against unauthorised access. This approach
further enhances storage efficiency and provides safety
assurance even in dispersed across a public cloud envi-
ronment. Integrated Crypto-Biometric System (ICBS)
improves overall data security in cloud environments. This
results in strong authentication and secure access control.
Furthermore, This approach reduces potential vulnerabili-
ties through the distribution of data pieces across different

locations and thereby reducing the chance of a data breach
or unauthorized access to the entire dataset.

This study introduces an efficient data placement strat-
egy, alongside supplementary techniques for data parti-
tioning and merging. The cloud storage system utilizes data
partitioning [64] and distributes the divided data across
multiple object storage containers within the IBM Bluemix
cloud.

To improve performance during the classification pro-
cess, a more sophisticated learning model like Support
Vector Machine (SVM) can be applied. A schematic flow-
chart of Iris based recognition in cloud processing is dis-
played in the Figure 12. The use of the suggested biometric
authentication approach helps minimize latency, prevent
data loss, and optimize packet handling while processing

l

Image Carry out Iris Provide Score
acquisition Recognition — between Iris
task Codes
Is there |pterne KNN Database
connection?
Local procession
Provide iris SVM Database
image
acquired

Log into cloud
and carry out Iris
recognition task

Provide score
between Iris
codes

* KNN or K- as part of the request to spare processing

IRIS Flowchart cloud processing

Figure 12. Schematic flowchart of Iris based recognition in cloud processing.
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Table 5. Significant contributions based on Iris

Datasets Used During Method Processor Advantages Ref
Performance Analysis
Database CASIA 1.0 To remove the differences caused by iris distortion, - Iris Key Generation [40]
eyelashes, eyelids occlusion etc., Reed-Solomon error
correcting code is used. The iris textural feature
vector is converted to a cipher key for encryption and
decryption using the error correcting code and hash
functions.
Database CASIA 1.0 The system derived vector features from the iris - Iris for [43]
and utilized an altered fuzzy vault algorithm for Information
ti dd ti .
encrypting and decrypting messages Security
Database CASIA 1.0 To derive a distinctive and reliable cryptographic key =~ MATLAB 7.0 Iris for Identity [47]
from an iris template. Document
The AES cryptography algorithm is utilized for
encrypting and decrypting iris image data. The
identification process for template matching uses
distance metrics like Hamming distance and
Euclidean distance.
CASIA 1000 A technique for image registration based on phase - Iris for [48]
Iris Image Database correlation that converts the iris texture from Normalization
cartesian to polar coordinates.
Process
Database CASIA 1.0 To provide two-fold security to the iris template using MATLAB & Iris for Visual [49]
Visual Cryptography. JAVA Cryptography
Database CASIA 1.0 AES is used for both encryption and decryption and Iris for security [52]
some different tests are done to check the randomness _ improves
of the key.
- To create a distinct robust key using iris template. - Iris for Security [53]
Purpose
IIT Delhi Iris Database A proposed algorithm can be used for hiding different MATLAB Iris for Visual [56]
(Version 1.0) types of data and to secure the iris template in data Cryptography
base by using visual cryptography.
CASIA- database V3.0  Generation of iris template using cryptography and MATLAB Iris template [57]
steganography. To address the issue of exploiting 2013A generation
a biometric template hack or assault for malicious
reasons.
CASIA-IrisV3- A cancellable biometric cryptosystem utilizing iris - Iris to secure [60]
Lamp database recognition is designed to securely store patient healthcare
healthcare data on a smart card. It uses symmetric key smart card

cryptography to encrypt this data before saving it in
encrypted form on the smart card.

multiple user requests on a single server. Additionally, the
data is securely stored using a data placement strategy,
with authentication and access control managed through
Crypto-Biometric Systems (CBS) in cloud computing, pro-
viding strong protection against unauthorized data access.
Table 5 summarizes some published articles based on Iris.

Review on DNA

In the recent scenario, DNA cryptography utilizes DNA’s
encryptic features to address data security challenges. Due
to their stability and variability, various segments of DNA
are selected for encoding. This approach offers highly

secure data storage and transmission solutions. This unique
feature of DNA makes it a promising way to increase infor-
mation security against cyber threats.

An enhanced key generation proposal based on the
concepts of DNA was reported, with reformed encryption
and decryption processes. The proposed methods were
developed and examined, demonstrating their efficiency
in computing, storage, and transmission. Throughout the
decryption process, a noticeable increase in dynamism was

observed [65]. This study builds upon prior suggested work
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Table 6. Datasets during performance analysis

TESTS .doc .pdf .Zip xt .gif .jpeg
File size (kb) 370 524 210 89 2750 3930
Cipher text size (kb) 370 524 210 89 2750 3930
Encrypting time (sec) 7 9 4 3 44 62
Decrypting time (sec) 8 9 4 1 54 62

by incorporating techniques such as key creation, encryp-
tion, and decryption.

An algorithm proposed by Roy et al. based on DNA
encoding genetic information in codons [66] or symmet-
ric key encryption, along with transmitter and receiver
side calculations, is efficiently introduced in this study. The
reported key distribution systems presented in the litera-
tures [67-70] are considered to address this issue. In this
method, two-level keys are employed, with the first-level
key used for converting plaintext to ciphertext, and the
second level enhancing the security of the method. This
approach proves resilient against brute force attacks due
to the utilization of two levels of keys. Based on the data-
sets in Table 6, the result suggests that the cipher text size
is nearly identical in all test situations. It demonstrates that
decryption takes substantially less time than encryption. It
can also be deduced that even if the file size grows signifi-
cantly, the encryption and decryption times do not change
dramatically.

DNA technology is found to be a source of biometric
authentication. Biometrics based on deoxyribonucleic acid
(DNA) may be the most precise method of identifying a
person [71]. Every human being has their own unique map
(blueprint) for every cell they create. Since DNA determines
both the physical and mental attributes of humans, it is
unlikely that anyone will possess the exact same collection
of genes, except in the case of identical twins. Human DNA
is shared in 99.7% of cases and 0.3% (1 million nucleotides
[72]) are varying. Because this variability is inherited and is
consequently particular to every individual. These change-
able regions are known as Short Tandem Repeats (or STRs)
that may be tested to differentiate one man or woman from
another. Extracting, Amplifying, and Sequencing are the
three main steps to crack the DNA code. In just a few hours,
PCR has enabled the production of hundreds of millions of
copies of a single DNA sequence. PCR is an enzyme process
that replicates a particular section of DNA over and over
again to produce multiple copies of a sequence. This molec-
ular technique comprises heating and cooling samples for
30 cycles in a specific thermal cycling pattern. Every mol-
ecule bearing the target sequence receives a copy of the
target DNA sequence throughout each cycle. In recent
years, it has become possible to PCR amplify 16 STRs in
one tube, including the ‘amelogenin, gender assignment
locus. DNA can be amplified in about 20 minutes using

some commercially available devices, such as the Miniature
Analytical Thermal Cycling Instrument (MATCI) and
on-chip PCR. The suggested DNA cryptography method
using XOR techniques is proven to be a user friendly and
time saving approach towards network security. In these
methods, plain text is chosen to be encrypted, after which
a random key is generated. Also, a randomised codon list
is generated, which is XORed with the random key. The
encrypted message is created using the swap complement
procedure. Biotechnology and DNA features are used to
create the key. This approach is quick because of the XOR
operation, and the time complexity is O (logN). However,
space complexity may improve in the future [73].

A novel DNA cryptography approach was introduced,
incorporating the XOR operation and the One-Time Pad
for secure data transmission. This approach integrates an
arithmetic operation or XOR operation, a One-Time Pad,
and a DNA complementary rule, thus providing three
layers of security [74]. This method is simple to use and
secure against random OTP generation. OTPs are difficult
for hackers to guess. Due to several prerequisites being
used, this method is not that convenient, therefore, when
choosing the OTP, care must be taken to consider the
prerequisites.

A pseudo-biological DNA encryption approach was
proposed, inspired by the central dogmas of biology. Unlike
traditional DNA encryption, this method employs DNA
idioms and techniques. Encryption and decryption are
executed through transcription, splicing, and translation
processes (Figure 13). These encryption steps significantly
bolster security measures. Randomly generated keys are
utilized to maximize confusion and diffusion, rendering
decryption of encrypted text challenging. Robustness anal-
ysis is conducted to validate the method’s resilience against
attacks. This approach advocates the utilization of advanced
Biocomputing systems [75].

In DNA-based cryptography, keys can be secured
by using hamming code and a block cipher. The use of
symmetric cryptography is important for optimizing
DNA-based approaches. It compensates for the original
algorithm’s shortcoming of requiring a match between the
length of the plaintext and the length of the secure key. This
approach employs an improved matching mechanism with
unexpected length to guarantee confusion of the ciphered
result. The maximum length matching method has also
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Figure 13. Biotic DNA-based cryptosystem proposed in [75] [Drawn by the author].

been developed in this technique to protect against various
attacks. The length restriction of the secret key illustrated
by DNA strands is eliminated by the proposed DNA-
cryptographic method [76].

The approach of encrypting client-side data before
saving in the cloud is an innovative technique based on
cryptography methodology. This is a symmetric-key cryp-
tography scheme based on DNA cryptography. The sug-
gested system employs random dynamic encoding tables,

Cloud Storage Level

Encrypted file

resulting in increased security. The proposed method is
CPA-secure, according to the security study. In addition to
providing a comprehensive architecture of this methodol-
ogy (Figure 14) and comparing it to current symmetric-key
algorithms (DNA, DES, AES, and Blowfish), the experi-
mental findings show that this method beats the earlier one
in terms of cipher text size, encryption time, and through-
put. As a result, this new technique is far more efficient and
effective than the old one [77].

Cloud Storage

Retrieval of

Uploading Encrypted file
Security
. Key
Security Level BDNA BDNA | Framework
y Encryption Management Decryption

Data to be uploaded on the
cloud and a list of authorized
users

End User Level Data User

Authentication and request
for file

User

Figure 14. DNA-based methodology to secure cloud computing [From Sohal et al. [77], with permission from Springer].
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The strategy for ECC assisted DNA mapping tech-
nique generates random DNA codes and the alphabets are
assigned to non-repetitive subdivisions. The alphabets are
then employed at both ends for encryption and decryption.
Standard elliptical curve parameters and techniques were
selected for the DNA elliptical cryptography. The robust-
ness of elliptical cryptography against time and simple
power analysis attacks (SPA) [77-80] has been validated by
existing research. Without needing for a valid authentica-
tion key, elliptical cryptography randomly generates data
after decoding. Finding the authentication key is the pri-
mary goal of attacks against cryptosystems. When useful
information is discovered during decryption while utiliz-
ing a random key, these attacks are successful. The over-
all cryptosystem is much more secure from attacks if the
encrypted data is itself encoded using a nonrepeating pat-
tern. DNA mapping prior to encoding and DNA remapping
after decoding is not a challenging computations according
to the linear relation between time consumed and inputs
in the described system. Due to the DNA mapping and
remapping in the suggested approach, the energy usage is
marginally higher compared to the other system. The cur-
rent elliptical cryptography approach is made more secure
by DNA mapping before encryption. This technique is
appropriate for real-time IoT applications that have lim-
ited resources because of their low timing consumption
and high CPU usage. This suggested strategy was tested in
an IoT setting utilizing a Raspberry Pi3. According to the
security study of the suggested scheme, the existing cryp-
tosystems are far more resistant to SPA attacks and timings
when used with the suggested DNA mapping. The referred
technology has great capability in cloud-based implemen-
tations and mobile applications. The proposed solution
holds many promises for future IoT technologies that
demand a more compact but effective security framework.
The suggested DNA mapping, encryption, decryption, and
DNA remapping takes a linear amount of time in relation to
the length of the input data. As a result, the suggested DNA

DNA Pre-processing

mapping and remapping system (Figure 15) enhances the
security of existing elliptical cryptosystems while consum-
ing time [81].

Feature extraction is used to process the fingerprint tem-
plate, and the features are then encrypted using the DNA
cryptographic technique. For the second level of authen-
tication, an XOR technique is used. The feature vector that
matches the input feature vector throughout the decryption
process is obtained and for the final output the user input
image is recovered. There are certain concerns with the algo-
rithms such as AES, DES, IDEA, they’ve chosen to imple-
ment. It is difficult to integrate AES with software. When
using DES, the cost of execution rises. The IDEA method is
a challenging decision due to the enormous number of weak
keys, and management has become complicated. The opti-
cal fingerprint imaging technique is utilized here. For cap-
turing fingerprint input, this operates similarly to a digital
camera. This study uses a U. are. U 4500 sensor to capture
a digital image of a fingerprint. The use of visible light is
used to capture this specialized image. MATLAB software
is used to process the fingerprints that have been obtained.
The safety of the fundamental DNA codon usage is improved
by the random generation of DNA sequences that are never
used again. It is feasible to authenticate fingerprint templates
effectively and safely by integrating DNA cryptographic
techniques and a chaotic algorithm. The suggested technique
encrypts human fingerprints and iris utilizing DNA charac-
teristics and chaotic algorithms, ensuring that the template’s
privacy is preserved [82].

As the volume of digital data generated globally con-
tinues to grow exponentially, traditional storage mediums
are reaching their limits in terms of capacity, durability,
and efficiency. DNA storage meets a critical need for more
efficient storage solutions with the ability to archive vast
amounts of data in an extremely compact form. DNA stor-
age technology represents a groundbreaking advancement
in data storage, leveraging artificially synthesized deoxyri-
bonucleic acid (DNA) as a medium for storing information.
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Figure 15. DNA-based elliptic curve cryptosystem for IoT devices.
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This technology, characterized by its exceptionally high
information density at the molecular scale, offers significant
advantages such as enormous storage capacity, long-term
durability, ease of access, and maintenance-free operation.
Overcoming the current bottlenecks of cost and sequencing
speed would propel DNA storage to the forefront of future
information technologies, offering a sustainable and scal-
able solution to the world’s growing data storage needs [83].

Encoding data in the hybridization states of DNA oligo-
nucleotides, rather than relying solely on their sequence, has
proven to be an advantageous approach for DNA information
storage. This method allows for the creation of a metastable
information solution that remains stable for long periods
at room temperature but can be rapidly and permanently
erased by brief heating. The authors demonstrated the effec-
tiveness of this method using eight bitmap images of famous
artwork, showing that after over two months of storage at
25 °C, more than 99% of the encoded pixels could be accu-
rately restored, indicating a potential information half-life of
at least 15 years. Importantly, the encoded information can
be rapidly and permanently erased by heating the solution
to 95 °C for just 5 minutes, which disrupts the truth marker
pairing, rendering the data unrecoverable. Here bitmap
artwork images are used to demonstrate the approach in a
visually clear way. However, the method does not depend on
long-range patterns within the data. The authors predicted
that this approach will be particularly useful for compressed
information files with high K-complexity. The approach not
only enhances the potential of DNA as a storage medium but
also addresses the challenge of securely erasing stored infor-
mation, which traditional methods struggle to achieve with-
out leaving traces [84].

Another study showed a secure storage scheme that
integrates biometric authentication based on the user’s
genomic short tandem repeat (STR) profile which explore
the potential of DNA as a digital data storage medium. The
study further combines natural and synthetic DNA for
secure data storage. The cryptographic keys of at least 80
bits of entropy is generated by using STR profiles, a form
of personal genetic information. With the combination of
AES-256 encryption and Reed-Solomon error correction,

these keys enables secure and long-term storage of sensitive
data in synthetic DNA. This main advantage of this method
is that both the encryption key and the encrypted data
are stored in the same DNA medium. The encrypted data
can be read simultaneously using sequencing technology.
This integration makes the decryption process simple and
ensure that the encrypted data can only be deciphered with
the correct STR marker data. The analysis confirms that
STRs provide sufficient entropy to be used as cryptographic
keys and thereby preventing brute-force attacks. The study
experimentally generated an 80-bit strong key from human
DNA and encrypted 17 kB of information in synthetic
DNA. This data is then successfully decrypted which shows
the efficacy of the methods in security applications [85].

The use of highly specific, stimuli-responsive DNA mate-
rials in DNA cryptography plays a crucial role in information
encryption [86]. Leveraging their high information density,
low maintenance cost, vast computational parallelism, and
ease of synthesis, user-defined DNA materials have been
developed for cryptographic applications, including encryp-
tion, authentication, and digital signatures [87,88]. DNA
based tools are widely used in developing cryptographic
methods and biosensors. However, conventional DNA
based methods have typically used in controlling enthalpy,
which provides unpredictable responses to stimuli and less
accurate outcomes due to significant energy fluctuations.
Programmable pH-responsive DNA motifs objectively
overcome this problem by simultaneously controlling both
enthalpy and entropy, which has proven to be an effective
method for data storage. These advanced DNA motifs were
successfully applied to glucose biosensing and crypto-steg-
anography systems. This technique demonstrates their sig-
nificant potential in both biosensing technologies and secure
information encryption [89].

DNA data storage by combining bioinformatics with
the Diffie-Hellman Key exchange method enhances data
protection during communication. The study demonstrates
a novel cryptosystem that leverages the entire Central
Dogma of Molecular Biology (CDMB), encompassing the
process by which DNA is translated into proteins (Figure
16).

Encryption >
C Huffman Binary Genetic DNA Transcription RNA Protein
Plain Text ™ ¢ ding | Sequence | Encoding | Sequence Sequence Ej
L. J L.
Permutation Hidden RNA Translation
Sequence
< Decryption |

Figure 16. Schematic block diagram of encryption & decryption process of the methodology as reported in [90] [Drawn

by the author].
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Table 7. Significant contributions based on DNA

Biometric =~ Method Processor Advantage Ref.
DNA An enhanced key generation method is JAVA DNA for Enhanced key [66]
proposed using DNA synthesis principles, Generation
with improvements made to optimize the
encryption and decryption processes.
DNA as a source of biometric Miniature Analytical DNA for Biometric [71]
DNA authentication Thermal Cycling Authentication
Instrument (MATCI) and
on- chip PCR
DNA XOR encryption for providing DNA based ~ MATLAB DNA for Enhancing [73]
encryption systems. Asymmetric Encryption
DNA A cryptographic mechanism using secret Pseudo-Biotic DNA DNA for Adaptive [75]
keys derived from biotic DNA. cryptography method in Cryptographic Attacks

C++ and conducted a series
of experiments in a network
simulator [NS2] to evaluate

its effectiveness.

DNA Study of existing DNA cryptography MATLAB DNA for Secure Data Transfer. [74]
methods and then proposed a new pseudo-
DNA

DNA A Hamming code combined with a block A simulation program, DNA for enforced secure key
cipher mechanism to guarantee the secure  created in C language with  distribution [76]
transmission of a cryptographic key. VC6.0, has been developed

for assessing the algorithm.

DNA A novel cryptographic method has been MATLAB DNA for secure cloud [77]
proposed that utilizes client-side encryption computing
to secure data before it is uploaded to
the cloud. This technique features a
multi-faceted symmetric-key encryption
approach based on DNA cryptography.

DNA A novel hybrid ECC scheme encoded with ~ C and Cortex-A8 running ~ DNA-Based Elliptic Curve [81]
DNA that offers multiple levels of security.  at 200 MHz. Cryptography (ECC) for IoT

Devices

DNA A fingerprint template encryption scheme, = MATLAB DNA for Fingerprint
leveraging DNA encoding and genetic Authentication (82]
algorithms, has been suggested to enhance
the security of fingerprint templates.

To generate key, this approach combines DNA cryp- PERFORMANCE ANALYSIS

tography with Diffie-Hellman Key exchange and includes
additional modifications to strengthen the system. The
proposed bio-inspired cryptosystem is designed to offer
higher cryptographic efficiency and robustness even with
large datasets, which provides effective protection against
various online threats [90]

Table 7 summarizes a recently published article based
on DNA.

This section offers a comparative analysis of existing
Fingerprint, Iris and DNA based cryptographic models,
summarizing their performance metrics, results, and effec-
tiveness compared to existing methods.

Fingerprint-Based Cryptographic Model
A comparative analysis of existing fingerprint-based
cryptographic models is summarized in Table 8.
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Table 8. Performance analysis of existing fingerprint-based cryptographic models

Existing Models

Performance Metric

Performance/ Result Analysis

Comparison Analysis

A New Approach

to Symmetric Key
Generation Using
Combination of
Biometrics Key and
Cryptographic Key
to Enhance Security
Of Data [20]

Storage, Security

Generation of 256-bit secret key by combining
a 128-bit biometric key from fingerprint
minutiae with a 128-bit system-generated key,
enhancing security.

Cryptographic key generation
process is unique, such key ensures
the enhancement of the security and
effectiveness.

An approach to
cryptographic key
distribution through
fingerprint based key
distribution center
(21]

Hamming distance,
Time for key generation

Time computed for feature extraction,
cancelable template generation, key generation
are 0.05 sec, 0.006 sec, 0.003 sec.

o The comparison shows impostors
must guess at least half of the bits to
break the key due to a 50% average
Hamming distance.

o Traditional cryptosystems face key
sharing and privacy issues. The
proposed KDC method addresses
these by improving distribution and
using biometric data to enhance
security and simplify privacy.

Biometrics as a
cryptographic
method for network
security [23]

Time for key generation

Time calculated for Feature extraction of
biometric template, template generation,
template encoding and decoding,
cryptographic key generation are 0.05 sec,
0.002 sec, 0.15 sec, 0.002 sec respectively
The amount of time needed for the entire
process = 0.204 sec

Stronger and offers an improved level
of security for methods of encryption
and decryption through the employing
of a pair of keys generated from
fingerprint imprints.

Biometric Based
Cryptography for
Enhanced Security
Mechanism [24]

FAR, FRR, GAR, EER

The average matching percentage for
genuine fingerprint pairs= 89.99%,

Range of Matching percentages= 81.37% to
99.83%, with a standard deviation of 0.043,
showing that genuine pairs consistently
have a high number of matchable bits for
cryptographic keys.

The average Hamming distance is 49.94%,
which means there is an average difference of
128 bits between genuine and imposter keys.
Hamming distances range from 37.89% to
61.72%, with a standard deviation of 0.031.
Genuine keys differ by 40% to 60% of bits
from 99.89% of imposter keys. Only 0.04%

of imposter keys have unmatched bits below

40%. An imposter cannot match more than
128 bits out of a 256-bit cryptographic key.

o GAR for the FVC2002 database=
96.49% and GAR for the NIST
special databases= 95.89%,
indicating proposed method
surpasses existing ones.

o It effectively counters various
attacks, including network, host,
replay, and Man-in-the-Middle
attacks.

o This approach provides an effective
solution to secure the session-based
communication over unsecured
channels.

Designing an
Efficient Fingerprint
Authentication
Algorithm using
SHA-512 and its
Implementation [26]

Look-Up Table (LUT),
Flip-Flop(FF),

Clock Buffer Resources
(BUFG)

The reduction of LUT utilization from 63% to

33.07%, results in 47.62% improvement which

indicates more efficient resource allocation.
FF utilization dropped from 36% to 13%,
reflecting more efficient resource use and
speeding up the hashing process, which is
especially advantageous for time-sensitive
applications.

Utilization rate of BUFG is 3.13%

which demonstrates effective clock use.
This promotes system reliability and
synchronized operation.

o This system uses a secure binary
representation and efficient feature
extraction, and thereby improving
the security and dependability of
systems.

o Methods like loop unrolling for
SHA-512 minimizes the resource
usage. This makes the system ideal
for cost-effective and low-power
standalone electronics.

Fingerprint Based
Cryptographic
Key Generation [35]

Hamming distance
(HD)

The maximum HD for a genuine case is 20
and the minimum HD is 4; The maximum
HD for an impostor case is 81 and the
minimum HD is 40.

Impostors cause more mismatches than natural
variations in fingerprint images, indicating they

cannot replicate an authentic key.

The distinct separation in Hamming
distances between genuine and
impostor keys demonstrates the
effectiveness the proposed algorithm,
as impostor-generated keys differ
significantly from another fingerprint
of the same person.

Finger print
recognition based
on biometric
cryptosystem [37]

Euclidean Distance

The Euclidean distance of the random image
and Eigen space= 43.99.

Time complexity of the proposed method

is 0(p*?), which ensures the algorithm is
efficient, rapid and reliable.

Compared to other approaches, this
one is simple, trustworthy and fast.
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Table 9. Comparative analysis of existing iris-based cryptographic model

Existing Models

Performance Metric Performance/Result Analysis

Comparison Analysis

An effective
authentication
scheme for a secured
IRIS recognition
system based on

Execution Speed

Time Complexity,

Time complexity of proposed iris
recognition system (PIRS) is O(logn),
leading to faster execution speeds
compared to conventional systems.
The EER for PIRS is 0.44, which

o Compared to CIRS (having a time
complexity of O(n)), PIRS delivers
superior security. In addition,
it reduces the vulnerability and
provides better protection against

common threats.

The EER of PIRS is stable and
comparable to traditional systems.
The system further offer similar
accuracy along with improved

a novel encoding
technique [62]

comparable to conventional Iris recognition
system (CIRS). .

security features.
Efficient private key  Distinctiveness, o Key sizes of the system is of 333 to 1120 This work outperforms traditional
generation from iris ~ dissimilarity, bits which makes the technique suitable for static methods, other biometric
data for privacy and randomness, various cryptographic applications. modalities like fingerprints, and other
security applications security analysis, o The iris key generation rate of the system is dynamic key generation approaches
[58] segmentation 95.50%. This makes the proposed scheme  especially in noisy or diverse
accuracy. more efficient than other key generation environments.

methods in terms of GAR, FAR, and FRR.

o Provides high uniqueness, strong
inconsistency, passes random tests, resists
attacks, supports dynamic and revocable
keys, maintains a low mean error rate
(MER) under various conditions.

Generate and Randomness of For a 64-bit random key (thresholds: GAB -
Evaluate Encryption generated keys (Chi- = 3.84, Block = 3.841), the Chi-square test

Keys Obtained From square test, ENT test, shows the key is random, with entropy of 3.875
Iris Biometric Data  Block Metric, Gab  bits per byte, GAB and Block metric value

[59] Metric) 3.781125 and 22 respectively.

Iris based cancelable False Acceptance FAR=0%, FRR= 7%, with the ability to .
biometric Rate (FAR), False generate a robust 252-bit encryption key,
cryptosystem for Rejection Rate (FRR) indicating high accuracy and security.

secure healthcare

smart card [60]

Compare to [61][54], which yields
a key length of 63 bits, with a

FAR of 0% and an FRR of 63%,
proposed model gives better FAR,
FRR values.

o Compared to traditional
encryption methods, the proposed
model enhances security by
eliminating the need for secure
key storage and significantly
outperforms in terms of FAR and
FRR, making it a superior choice
for secure healthcare applications.

A safe and secured  GAR, FAR GAR=98.70%, FAR=0% o The proposed approach improves

iris template using other existing approaches in terms

steganography and of GAR, FAR values.

cryptography [57] o Combining 3DES and
Steganography enhances
performance by improving
revocability and distinguishing
between genuine and imposter
distributions, while reducing
sensitivity to outliers compared to
existing methods.

Iris image Execution time As the database size grows, execution time also Compared to existing methods,

authentication using increases, and conversely, a smaller database ~ proposed visual cryptography

visual cryptograph size reduces execution time. method offers greater security by

[56] adding an extra layer of authenticity
and a centralized user database.

Iris biometric FAR, FRR, EER, TSR « (At threshold value=0.04 using Hamming  Comparing to Hamming distance,

cryptography for Distance) FAR=0.02%, FRR=11%, Euclidean distance is much weaker
identity document EER=3.68%, TSR=89% and not sufficient for the use of iris
[47] o (At threshold value=0.04 using Euclidean  identification.

Distance) FAR=20.5%, FRR=41.51%,
EER=28.7%, TSR=56.41%
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Table 10. Comparative analysis of existing DNA-based cryptographic model

Existing Models

Performance Metric Performance Analysis / Result Analysis

Comparison Analysis

An improved
Symmetric key
cryptography with
DNA based strong
cipher [66]

Length of text size,
Time.

The ciphertext size nearly doubles in all
test cases, making the process ideal to
encrypt a huge file.

Decryption time is much shorter than
encryption time, and both encryption

and decryption times remain stable even

with significantly larger file sizes.

Though this method is efficient and
powerful against specific attacks, the
partial information contained in the
ciphertext makes the method more
powerful.

Advancement In Time  Time required for extracting DNA=1less  The high throughput microchips can
DNA As Source than 30 seconds provide outcomes up to 5 times faster
of Biometric o Time required for amplifying than the existing machinery.
Authentication [71] DNA=approximately 20 minutes

o Time required for sequencing DNA=less

than 30 seconds

Enhancing Speed, Time o The encryption speed of the XOR -
Asymmetric complexity Cipher technique is extremely high.
Encryption using o A message can be encrypted in
DNA Based polynomial time (O (log n) time).
Cryptography [73]
Pseudo DNA Computational Proposed algorithm ensures maximum Compared to traditional DNA-
Cryptography complexity security during data transfer while based cryptography algorithms,
Technique using OTP minimizing issues related to computational  proposed pseudo-DNA cryptographic
Key for Secure Data complexity. algorithm is much harder to crack due
Transfer [74] to the additional artificial features.
Inspired Pseudo Length of plaintexts o Ciphertext length matches plaintext Proposed method is effective
Biotic DNA Based and ciphertexts, Key length and varies with key length. against chosen ciphertext and
Cryptographic length, Speed, Time, o It uses less storage space than plaintext,  brute force attacks, and it also
Mechanism Storage offering better storage efficiency. excels in computation, storage, and
Against Adaptive o With larger plaintext sizes, the random  transmission efficiency than existing
Cryptographic key length also increases, significantly methods.

Attacks [75]

minimizes the relative size of the key
length.

The key and ciphertext transmit

faster via safe and public channels,
respectively, enhancing the storage and
transmission efficiency of the method.
The adversary needs more chosen
ciphertexts to obtain the key for a given

plaintext, increasing the time required to

recover it.

An optimized DNA
based encryption
scheme with
enforced secure key
distribution [76]

Length of the secure
key

Ciphertexts vary significantly because
different secure keys are used for each
encryption, showcasing the algorithm's
effective diffusion property.

Matching positions are below 2%, and
identical positions and lengths are
under 1.5%, due to the algorithm's
unpredictable matching length,
satisfying the confusion theory.

The old DNA encryption technique
achieves confusion theory but
restricts its scope and applications.
The proposed enhanced DNA
computing, using block cipher
symmetric cryptography, overcomes
the original algorithm’s need for
matching plaintext and key lengths.

BDNA-A DNA
inspired symmetric
key cryptographic
technique to secure
cloud computing [77]

Ciphertext size,
Encryption time

For plaintext size= 30 kb, ciphertext
size= 35.0

For plaintext size= 30 kb, encryption
time= 0.149

The throughput of BDNA is high.

o The proposed model encrypts
plaintext more quickly than AES,
DES, DNA, and Blowfish.

« BDNA offers higher throughput
in comparison to all other
approaches.

o The recommended approach
generates smaller ciphertexts
compared to existing encryption
techniques.
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Iris-Based Cryptographic Models
A summary of the comparative analysis of existing iris-
based cryptographic models is provided in Table 9.

DNA-Based Cryptographic Model
A comparative analysis of existing DNA-based cryp-
tographic models is furnished in Table 10.

CONCLUSION

In this paper, we presented recent research contribu-
tions in the field of Crypto-Biometrics specially in the areas
of fingerprints, Iris, and DNA for cryptographic key gener-
ation, template protection. In comparison to conventional
systems, the application of this kind of system, which com-
bines biometrics and cryptographic methods, offers sig-
nificantly greater confidentiality and security. This survey
highlights significant advancements in fingerprint-based
biometric cryptosystems, demonstrating their enhanced
security capabilities through the integration of finger-
print features with cryptographic methods. By integrating
biometric data with traditional Key Distribution Centers
(KDCs), these systems achieve greater confidentiality and
eliminate the need for key memorization. The develop-
ment of cancelable biometric templates further improves
security by transforming and shuffling minutiae to protect
against unauthorized access. Performance metrics confirm
the system’s effectiveness in distinguishing genuine keys
from impostor ones, while advanced cryptographic meth-
ods such as Secure Hash Algorithm (SHA-512) and Elliptic
Curve Cryptography (ECC) contribute to enhanced effi-
ciency and protection. Practical implementation, includ-
ing mobile applications and encryption algorithms like
Advanced Encryption Standard (AES) and Time-Based-
One-Time-Password (TOTP), underscores the usability
and effectiveness of these systems. The survey covers recent
developments and innovations in iris recognition for gener-
ating secure key and thereby protecting the data. Methods
such as 2-D Gabor filtering, fuzzy vault algorithms and
error-correcting codes like Reed-Solomon and Hadamard
codes have reported to be a promising approach to enhance
the security of biometric cryptosystems. Numerous studies
reported the advantage of using visual cryptography and
phase correlation to improve security and mitigating poten-
tial threats. In Iris recognition, the superiority of Hamming
distance over Euclidean distance has been emphasized
through the comparison of different distance metrics and
encryption algorithms. The combination of steganogra-
phy, cancelable biometrics, and advanced data placement
in cloud environment has made significant progress in this
field. The DNA integration improves the security in cryp-
tographic systems while provides a novel solutions for key
generation, authentication, encryption and data storage. It
is relatively a secure method for encoding data using XOR
operations, one-time pads, and symmetric encryption. This
methods adopts the stability and variability of DNA.

The current fingerprint-based biometric cryptosystems
faces several limitations such as high false rejection rates,
issues in practical implications and challenges in integrat-
ing fingerprint data with traditional cryptographic meth-
ods. System performances and efficiency is affected by the
variability in fingerprint quality, computational overhead,
and privacy concerns. The main challenges in iris-based
cryptography are to maintain image consistence, reduce
processing time and ensure key security. It is important
to balance false acceptance and rejection rates to improve
practical usability. Key length and randomness are the
critical parameters. For instance, some methods produce
shorter keys with attack vulnerabilities. Commercial imple-
mentation is only possible if the system demonstrates a
user-friendly, cost-effective solution and ensures robustness
against spoofing and attacks. DNA-based cryptography
faces various concerns due to its high cost, low scalability
and its high complexity. This is mainly due to slow process-
ing and over-reliance on specialized equipment. The practi-
cal integration and efficiency is further restricted by several
security concerns like vulnerabilities in key management
and sequencing exposure along with its high power con-
sumption. For broader adoption in practical, it is important
to address these issues.

There is significant potential for several important
areas of future research on biometric cryptography. Future
work should explore various error correction techniques
to increase accuracy in key generation processes. Handling
instance-to-instance fluctuations in biometric data such as
fingerprints is one of the potential areas that can be explored.
In addition, integrating multi-parameter security techniques
such as hybrid pairings of DNA with fingerprint or iris could
significantly improve protection against highly secure attacks.
The use of complex OTPs and consistent fine-point selection
can improve the system security. Future works should also
be focused on developing more efficient feature extraction
methods for iris cryptosystems and the use of color visual
cryptography for eye images. Furthermore, incorporating
diverse distance metrics and segmentation methods could
improve processing outcomes and efficiency. The scope of
biometric cryptography can be broadened by exploring mul-
timodal fusion of various biometrics to increase accuracy
and key length, as well as optimizing memory usage and exe-
cution time across different smartcard types. Implementing
advanced encryption techniques like AES and minimiz-
ing DNA space complexity present promising paths for
future research, supporting the ongoing advancement and
improved efficacy of biometric cryptography.
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