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INTRODUCTION

The importance of protecting critical and valuable data
has increased with the development of technology. Network
security infrastructure and components have become crit-
ical due to the constant availability of data and the need
to protect it. The value of data has led to an increase in
cyber-attacks on critical systems where data is stored and
protected.

Disaster Recovery Centers (DRC) consists of a combi-
nation of infrastructure systems built on critical systems.
DRC systems are also vulnerable to cyber-attacks from the
outside world because they work within their own cloud
systems. Cyber-attacks target critical data and information
held in DRC systems. Additionally, cyber criminals attempt
to exploit vulnerabilities in DRC systems using a wide range
of real-world or zero-day tactics and matrix exploitation
methods.

DRC are of critical importance due to the sensitive
data they contain. They are also among the infrastructure
systems that are most intensely targeted by cyber-attacks.
To ensure their effectiveness, DRCs must be designed and
maintained with the utmost care and diligence.

Critical infrastructure systems in the DRC are at risk of
cyber-attacks. These systems hold valuable data and con-
nect sectors such as transportation, retail, communication,
energy, water, and finance to internet networks [1]. To
develop functional protection mechanisms for DRC infra-
structure systems, Cyber Security and Network Security
managers must be open to information sharing. These
teams undertake the task of creating systems to detect and
prevent cyber-attack vectors, prevent techniques and tactics
that may come from internal or external space, whether tar-
geted or untargeted [2].

Infrastructure systems serving the internet may be
exposed to the threat of all kinds of cyber-attack vectors.
While the current and modern security model to be applied
in infrastructure systems prevents the structure from being
vulnerable to attacks, the slightest mistake in architectural
design will result in the collapse of the designed structure
[3]. At this juncture, the main purpose of Cyber Security
and Network Security is to ensure the highest level of
protection for existing valuable and critical information.
Information security encompasses valuable data belong-
ing to individuals and consists of confidentiality, integrity,
accessibility, and account authorization [4].

While the risk rate of vulnerability of DRC systems to
cyber threats increases in proportion to the value of the
data it contains, the DRC infrastructure consists of struc-
tures in which the data belonging to the center are used as
active-active or active-passive [5]. The cyber world includes
definitions that cover information system infrastructures
and affect networks [6]. In addition, Cyber Security and
Network Security units, infrastructure systems, informa-
tion technology teams, institutions, states, private sector,
and individuals are working to protect and maintain the

cycle of valuable data [7]. The protection of data, which is
the most fundamental task of security teams, also applies to
DRC infrastructure systems. Failure to consider DRC sys-
tems as part of security can result in the snowball effect at
the slightest vulnerability in the systems infecting the sub-
component systems and resulting in malicious individuals
obtaining data [8]. Research has shown that cyber-attacks,
tactics, techniques, and vector tools pose a significant threat
to modern systems in a variety of ways. [9].

In critical infrastructure systems, emergency manage-
ment, management of security policies, improvement of
protection systems, dependency model of the data infra-
structure, backup equipment and management system
components should be easily accessible by critical system
administrators in the event of an extraordinary situation
[10]. DRC systems, which store critical and valuable infor-
mation, are vulnerable to cyber-attack threats to the extent
that they cannot fulfill their functions, allowing informa-
tion security to be compromised and data to be stolen.
When this situation occurs, the systems and infrastruc-
tures that interact with the valuable information obtained
by individuals or groups that have malicious purposes, are
seriously damaged and affected by the vulnerability [11].

Researchers have previously conducted similar studies
[12]. The scientific articles written were mainly based on
topics such as cyber security threats [13], various artificial
intelligence software [14], MATLAB, Python supported
machine learning modeling [15], history of cyber-attacks,
blockchain technology, SCADA systems, IoT Technology
[16-18].

The basic approaches of Cyber Security and Network
Security include methods that aim to protect user comput-
ers, servers, mobile systems, electronic infrastructures, and
prevent access and vulnerability methods, while ensuring
that the data transferred between infrastructure systems is
transmitted confidentially in whole [19,20]. The solution to
structural security problems is the development of new and
modern architectures for DRC systems [21]. Analysis of the
impact of any vulnerability that may occur in critical infra-
structures and risky anomaly operations on the systems is
one of the important points for DRC components [22, 23].

Some of the studies in the literature used limited domain
attack datasets such as CICDo0S2017, CICDDo0S2019,
CICIoT2023, CIC-MalMem-2022, CICEV2023 and
CICIoV2024. These datasets contain only attack vector data
such as Distributed Denial of Service (DDoS), Brute Force,
spoofing attack, IDS-DoS, Recon, Browser based attacks,
Mirai, etc. within a limited and unchangeable area [24-27].

Akbas discusses local networks and security mod-
eling, network architectures, enterprise OPNET and
Virtual private network (VPN-Virtual private network)
as well as traditional network model architecture con-
tents [28]. On the other hand, Kor proposes a real-time
network security architecture to prevent Web Server and
Domain Name System (DNS) attacks, using EKA and SPSS
(Statistical Package for the Social Sciences) simulation
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environment [29] and Biiytikkilic proposes a cyber secu-
rity model for Small and Medium Enterprises (SME) sys-
tems. National Institute of Standards and Technology
(NIST), Payment Card Industry Data Security Standard
(PCI DSS), International Organization for Standardization
(ISO), Control Objectives for Information and Related
Technology (COBIT) standards are covered while address-
ing the basic cyber security practices required for SMEs
to cope with cyber security threats [30]. Herrmann and
Pridohl studied cyber security and network security issues,
Database Attacks (SQL Injection), DOS, Network Intrusion
Detection System (NIDS) systems, Nessus and Metasploit
attacks and vulnerability detection [31].

Cinar and Yildirim examined traditional modeling
methods by drawing attention to network security and per-
formance problems in large corporate structures and pre-
sented network management system architecture design.
During modeling, the Open Systems Interconnection
(OSI-Open Systems Interconnection) reference model, ISO
standards and FCAPS model were used to determine the
requirements for the cyber network security model [32].
AVCI, Cyber network, and security architecture devel-
oped on SCADA systems against cyber-attacks, is a study
on smart natural gas systems. Analytic Hierarchy Process
(AHP), Key Performance Indicators (KPI) determination
processes were mentioned with the study on cyber-attacks,
their effects, consequences, and protection methods [33].

Xiong et al. mapped cyber-attacks using the Enterprise
Attacker Tactics Techniques and Common Knowledge
(MITRE ATT&CK) matrix and examined the behavior and
profile of the attacker from a technical perspective. With
the use of matrix, prevention mechanisms for security vul-
nerabilities were also examined. They proposed a model
and conducted test studies [34]. Frayssinet et al. proposes
a methodology for cybersecurity management for govern-
ment organizations. In the article, a cyber security method
is proposed for government institutions using the NIST
Cybersecurity Framework (CSF) [35]. Ozarpa et al. stud-
ied cyber-attacks on autonomous vehicles and detection of
attacks. They used ten different attack techniques in attack
modeling and developed an architecture to prevent system
vulnerabilities. They developed simulations on wireless
networks and worked on reducing system vulnerabilities by
closing direct access to the single processor of the system
[36].

Giines et al. conducted a study on cyber-attacks, attacks
and methods on ports and port facilities and developed a
model against cyber-attacks on SCADA infrastructures in
port and container systems. While the model includes tac-
tical mechanisms and protection methods against cyber-at-
tacks, they simulated different scenarios. They utilized
standards such as NIST, ISO 31000, ISO 27001 [37]. Kara et
al. created a software tool to identify security vulnerabilities
and detect cyber-attacks. They also simulated cyber-attacks
[38]. Artificial networks, including Convolutional Neural
Networks (CNN) and Recurrent Neural Networks (RNN),

have been used in studies for anomaly detection. Attack
scenarios were performed on the CSE-CIC-IDS2018 data-
set, and the performance outputs of different artificial net-
works were compared [39].

There are different studies on artificial networks with
ready-made data sets. These include machine learning
algorithms such as Support Vector Machine (SVM), Naive
Bayes (NB), Artificial Neural Network (ANN), K-Nearest
Neighbor (KNN-K-Nearest Neighbor) and Gated Recurrent
Units (GRU) [40,41].

Numerous studies on the IoT ecosystem have focused
on DDoS, malware, worms [42], data theft, trojans [43],
rootkits, botnet infrastructures [44], backdoors, viruses,
application vulnerabilities and communication proto-
cols [45]. They conducted a study on IoT architecture
targeted by various attack methods and compared the
systems threatened by attacks on infrastructures and cate-
gorized the attacks [46,47]. Karaman et al. discuss diverse
types of cyber-attacks, including Botnet, BruteForce-Web,
BruteForce-XSS, FTP-BruteForce, BruteForceSSH, DDoS,
Slowris, DoSattacks-GoldenEye, DoSattacks-Hulk, and
DoSattacks-SlowHTTPTest. They used the CSE-CIC-
IDS2018 dataset and artificial intelligence models to detect
anomalies and analyze the damage caused by these attacks.
The authors employed several machine learning methods,
such as ANN, KNN, Naive Bayes, and SVM. They pro-
posed a flowchart model to illustrate their findings. [48,49].
Erdem, developed a new firewall architecture different
from traditional firewall models with Dynamic Intelligent
Firewall Architect (DIFA). In accordance with this archi-
tecture, DIFA has developed and simulated a network secu-
rity architecture that can manage itself and creates access
rules by analyzing anomalies and malware through passing
traffic data [50]. While there are numerous studies in lit-
erature, none have focused on modelling the architectural
infrastructure of DRC. The aim of this study is to contrib-
ute to academic literature by addressing this gap.

MATERIALS AND METHODS

Malicious attacks and threats present a variety of risks,
including those posed by malware, DDoS, botnets, code
blocks, viruses, trojans, phishing attacks, and worms. [51].
Detecting and preventing these attacks in advance can be
insured by systems with effective architectural design [52-
55]. Cybercriminals have been attempting to exploit vul-
nerabilities in DRC systems with large scale and diverse
attack vectors using real world zero-day tactics and matrix
exploitation methods.

DRC critical systems vulnerabilities are large scale
and operate by stealing valuable information, disrupt-
ing critical systems and services, and demanding ransom.
Preventing cyber attackers is possible with a well-designed
cyber network security architecture. Many advantages for
safeguarding critical systems are offered by this study’s
design of the architecture model, which will be built using
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next-generation architecture, layers, frameworks, and pro-
cesses in accordance with the standard DRC modeling
specified for the pertinent structures.

In this study, while developing the infrastructure archi-
tecture, frameworks such as EVE-NG simulator applica-
tion, MITRE ATT&CK Enterprise, NIST were used. The
simulation environment aims to create the functioning
mechanism of living structures by processing scenarios in
the real world.

While the attacks were conducted on an attacker pro-
tile sample in the internet environment, DDoS$ (Distributed
Denial of Service), Zombie Computers (Botnet), Malware,
browser service HTTP/HTTPS attacks, Application
Vulnerabilities were implemented. The contribution of
the multi layered and complex structure of the DRC archi-
tecture to the cyber network security factor has played an
active role in preventing cyber threats, protection, and
resistance against attacks.

Architectural Model Scenario and Roadmap

Traditional DRC systems are created to ensure business
continuity, consisting of switches, routers, firewalls, server
systems and data backup units with simple and limited fea-
tures. Next-generation DRC architectures include more
complex, flexible structures and generally have more fea-
tures. It consists of switches with advanced features, routers,
firewalls, threat detection and prevention systems, sandbox
devices with malicious file and email scanning systems,
data encryption and authentication systems, and load bal-
ancers systems. Next-generation network architectures are
designed to be more flexible, secure, performance-driven
and meet modern business needs such as digital transfor-
mation and cloud computing, such as large data centers
and the Internet of Things (IoT). Infrastructure modeling
enables the examination and construction of real-world
simulations of critical systems using these structures.
Infrastructure architectures that emerge through architec-
tural maturity modeling protect systems against unforeseen
attacks by analyzing vulnerabilities and weak points on crit-
ical systems.

In this study, cyber network and security DRC archi-
tectural model design was realized within the framework
of confidentiality, integrity and accessibility concepts for
critical infrastructure services where information and data
flow take place. MITRE ATT&CK Enterprise and NIST v2
framework standards were used to design the architecture.
MITRE ATT&CK Enterprise is a knowledge base and con-
tains tactics, techniques and general knowledge that cyber
attackers can use. The goal here is to help cybersecurity
experts better understand the activities of attackers and
create a matrix to develop defense strategies against these
activities. [56,57]. The purpose of using NIST v2 in the
study is to help in the management of the cyber risk map,
prioritization, and measurement of improvements [58].
These framework standards have been reviewed, utilized

and incorporated in the study. The framework is designed
in accordance with the Multi-tier Model.

Definition of the Problem of DRC Infrastructure

DRC systems are the infrastructure containing the most
critical data and components of a structure. These infra-
structures are designed to ensure that the valuable data
flowing in the live environment continues uninterrupted.
As seen in literature review, architectural studies on DRC
infrastructures in the academic field are quite insufficient.
The studies that have been conducted are combined with
various network topologies of insufficient maturity and
reveal cyber network security models. In this study and to
contribute to this academic gap, a cyber network security
model has been developed for the DRC system and infra-
structures architecture with scientific observation and per-
spective. The modern infrastructure architecture, which
will be designed in accordance with the DRC infrastruc-
ture, will be developed in line with the data from the DRC
system administrators, aiming to increase the maturity level
of critical infrastructures, while reducing anomaly possibil-
ities and risk map.

Architectural Simulation Scenario
To demonstrate the DRC architecture infrastructure, a

real-world infrastructure, a simulation environment will

be created. A fictitious multinational Company A is a retail
center with more than 10,000 employees and 300 locations
in and out of the country. The company generates annual
revenues of $2 billion and allocates 2% ($40 million) of
its revenues each year to the Infrastructure and Systems

Department. The company wants to separate the traditional

network infrastructure from the DRC infrastructure. The

DRC architecture consists of specially designed, complex

security systems against cyber-attacks. In this structure;

1. The connection line with three different Internet Service
Providers (ISPs) has been redundantly established via
Radio Link (RL) and Fiber Lines (MPLS). The inter-
branch connection operates over Software-Defined
Networks (SD-WAN). The infrastructure functions in
an Active-Active configuration, providing real-time
data synchronization. In the event of a failure at the data
center located at the headquarters, it performs load bal-
ancing and takes over the traffic.

2. A DWDM (Dense Wavelength Division Multiplexing)
redundant optical line will be used between the head-
quarters data center and the DRC. With this line, data
will be synchronized instantaneously in a fast and secure
manner. In this way, the traffic in between is encrypted.

3. The local DDoS protection system will redundantly
block or accept unwanted accesses, ports, and services
by filtering against requests from the outside world.
Protection will be at layer 3,4,7 level.

4. Intrusion Prevention System & Intrusion Detection
System (IPS&IDS) Firewall will protect the signa-
ture-based vulnerability and attack vectors in the legal
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traffic passing through the DDoS device in the archi-
tecture with the most advanced signature database and
will be capable of clearing zero-day anomaly attacks
with artificial intelligence, machine learning and deep
learning algorithms.

5. Packets that pass through the DDoS and IPS&IDS pro-
tection systems, which are built redundantly, will pass
through the internet firewall and access the Application
Layer Firewall (WAF-Web Application Firewall) for
Web applications and use Load Balancing (LB-Load
Balancer) and Global Server Load Balancing (GSLB-
Global Server Load Balancing).

6. The DRC Fabric will be capable of distinguishing traffic
from the Internet, Application Service Servers (DMZ),
VPN or Campus environments. Traffic can be scanned
in DMZ traffic and in the Sandbox product.

7. Incoming and outgoing traffic will pass through the
Firewall installed in a redundant structure. The Firewall
will create a socket to the address that the packet will try
to access locally and send packets to the central router.

8. The central router will be built on a system that trans-
fers data between layers 2 and 3 and at the same time
achieves scalable 40GB/100GB port transfer speeds that
are capable, flexible, and performant in accordance with
the data center architecture. The data will pass through
the central application architecture and protect the
structure at layer 2 and 3 levels. Thus, it will establish
an integrated structure in the architecture by providing
integration with critical infrastructure systems.

9. Incoming traffic reaches the center through an IPsec
tunnel using the SD-WAN architecture and secured with
MPLS. The architecture can block local traffic between
networks in the L2 and L3 layers. Certificate-based
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Figure 1. Tier-1 ISP, DDoS, SD-WAN MPLS architecture.

authentication systems prevent malicious network
movement horizontally or vertically within the
architecture.

In the subsections of the architecture, products that
follow cyber-attack prevention tactics and mechanisms
should be able to use advanced antivirus systems, classi-
fication products, attacker deception systems, network
listening and anomaly detection software, vulnerability
scanning and log reporting systems.

Similar simulations [59-62], [63-66] and scenario
approaches are available in literature [67-70].

10.

Architecture Model

To protect DRC systems from cyber-attack vectors,
infrastructure design should be developed for the worst-
case scenario. The architecture aims to prevent attacks from
the internet environment at a high rate. To protect infra-
structure systems from cyber-attacks and other forms of
attack, it is designed in three phases.

In phase one of the DRC architecture depicted in Figure
1, the architecture is divided into different layers to sep-
arate the systems by design and to reduce the attack area
to a micro level. Furthermore, the layering method allows
different services to be provided and operated at the same
time. Due to the structure of the three-layer architecture,
traffic flow within the structure takes the form of a transfer
to a lower layer and onward.

The architecture, internet and campus structure are
designed to be redundant with three different internet pro-
viders. Cyber threats and possible access interruptions will
continue to operate with high availability. DDOS devices
prevent low-credibility access from the outside, while a
wide variety of flood and port scanning operations used
by attackers are blocked at the access layer. These devices
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Internet Service Does the package Is DDOS Analysis N
Providers ome from the Internet? Yes Clean? No Traffic Blocked
HACKER
No Yes
The package arrives via
an Ex_lemal Company
Local Service Ye Does the package connection or the Internet.
Providers come from DWDM? T
Package
No The package moves to
phase 2.
N Does the packet arrive
Traffic Blocked No- over SD-WAN/MPLS
connection?
Yes
Local Service Traffic;
These are requests for
Head Office services.
I
Package
4
The package moves to
phase 2.
Figure 2. Tier-1 ISP, DDoS, SD-WAN MPLS flowchart.
will prevent BOTNET and DDOS attacks that may come In the flowchart in Figure 2, it can be seen that, as a

from the volumetric and application layer or from different  result of the inspection of the traffic over the internet, if it
sources. Two DDOS and four internet provider equipment  contains malicious packets, it is blocked, and if it is a clean
are located in the building with redundancy. As the cam-  packet, it is allowed to pass to the second stage. In the case
puses are part of the local network traffic, DDOS equip- of a local DWDM, SD-WAN, MPLS traffic, it is allowed to

ment is not located. pass through the same query mechanisms.

Pseudocode Algonithm-1

1. Start;

2. Input: Malicious Data Traffic by the Attacker

3. ISP1 Traffic

4. ISP2 Traffic

5. ISP3 Traffic

6 If Packet Traffic is via the Internet?

i Answer = YES

8 If Is DDoS Analysis Clean?

9 Answer = YES

10. go to Forward Package (Package comes via External Company connection or Internet)
11. go to Package moves to stage 2

12. If Answer = NO

13. Launch and Block DDoS Protection System

14. Answer = NO

15. If Traffic Is DWDN Fiber?

16. Answer = NO

17. If Does the If Package arrive via SD-WAN or MPLS connection?

18. go to Forward Package (Local Service Traffic; Requests for Headquarters services)
19. go to Package moves to stage 2

20. End

Figure 3. Tier-1 ISP, DDoS, SD-WAN MPLS pseudocode.
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Figure 4. Tier-2 Internet, security systems, web services and remote site architecture.

Figure 3 shows the pseudocode structure of the first
stage.

The traffic, which proceeds in accordance with the
structure of the cyber network security architectural design
with the second stage seen in Figure 4, is analyzed and
controlled by passing through various control systems at
each stage. By passing through the WAF/LB device, it is
cleaned from any attack vectors that may be in HTTP or
HTTPS traffic and the load is transferred to the upper lay-
ers in a balanced manner. If there is any attached file during
data exchange through e-mail or file sharing systems, the
Sandbox product scans it and the harmful file is blocked.
Traffic coming from the internet and traffic from SD-WAN
and MPLS campuses are separated and backed up in this
layer.

While the rule sets in the architecture provide access
to the traffic by macro and micro segmentation, IPS&IDS
forces various malicious web traffic, potentially infected
documents to pass through the controls on the systems and
ensures that the traffic continues by cleaning and stopping
possible threat vectors.

The architecture is based on four different structures:
DMZ (Web Services), External Company VPN Lines,
Internet Line and Campus area. The basic components of
the architecture are designed by preserving the redundancy
requirements of the active devices within the structure. In
the second phase of the architecture, six fiber switches, two
IPS&IDS firewalls, two internet firewalls, two remote site
firewalls (SD-WAN firewall), four routers, two web appli-
cation firewall (WAF), two sandboxes were configured.

Redundancy and load distribution integrations between the
devices were added to the design.

In the graph shown in Figure 5, detailed analysis of the
incoming data packet continues to be performed. Due to
the architecture layers, at each stage, it is checked whether
the incoming traffic is a cyber-attack or a reliable traffic.
At this stage, algorithms such as deep learning, artificial
intelligence, machine learning used in systems can work. In
Phase 2, each packet is scanned by DDoS, IPS&IDS, WAF/
LB and firewall devices. Denial of service attacks attempted
by cyber attackers are prevented by these protection walls.
In the architecture, incoming traffic is evenly distributed to
the subsystems through load balancing systems. SD-WAN
and MPLS traffic, which are local traffic, can be transmitted
as secure traffic with this infrastructure.

Figure 6 shows the pseudocode structure of stage 2.

The infrastructure equipment, which is the third stage
of the architecture is shown in Figure 7. In the architecture,
local network infrastructures rise on two different struc-
tures: local network infrastructure systems and service
systems architecture zone. The basic components of the
architecture were designed by preserving the redundancy
requirements of the active devices within the structure. In
the third phase of the architecture, twelve fiber switches,
two wireless network controllers (WLC), two local fire-
walls, two remote site firewalls (SD-WAN firewalls), four
routers and DWDM fiber, it is configured as tow web appli-
cations firewall (WAF) equipment. Redundancy and load
distribution integration between the devices are shown in
detail in the design.
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Figure 5. Tier-2 Internet, security systems, web services and remote site flowchart.

The local infrastructure, which is the last stage of the
architecture, is shown in Figure 7. In the architecture, the
packets that pass through different protection services until
they access the local infrastructure are cleaned from DDoS,
Botnet, Malware, Application vulnerability and other
attacks until they reach the third stage.

The design of the DRC model architecture aims to
avoid the slightest design weakness that may occur in the
prevention of cyber threats. With the three-layer structure
existing in the relevant architectural design, each layer has
been developed as a redundant structure within itself. In
architectural design, the level of breakdown between layers
has been in micro and macro dimensions.

The flowchart in Figure 8 shows that the three-layer
structure and the traffic circulating between the layers are
in communication by passing through security transitions,
devices that can be built with different algorithms and logic.
Thus, the DRC architecture can ensure that the traffic gen-
erated by applying strict security rules in the transportation

of critical data between layers is capable of ensuring that the
traffic progresses within the desired security regulations.

Cyber Threats and Attack Vectors

With the DRC architecture developed in Figure 9, an
important level of protection from cyber threats and attack
vectors that may come from the internet environment is
provided. Cyber threats are constantly researched aca-
demically and scientifically, and various methods are pro-
posed to prevent attacks. The DRC architecture developed
in Figure 9 is one of these architectural methods. Cyber
threats and attacks, security gaps and risks, vulnerabilities
and other pests, attempt to make systems inaccessible by
using a variety of methods and techniques [71,72]. Some
of the methods used by cyber attackers are viruses [73],
worms [74], trojan horses [75], hackers [76], rootkits [77],
spyware [78], ransomware [79], command injection [80],
DDoS [81], software, firewall [82,83], TCP/IP, wireless [84],
operating system, web servers and many other infrastruc-
ture vulnerabilities [85,86].
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Pseudocode Algorithm-2

1.5tart;

2. Input: Malicious Data Traffic by the Attacker

3. ISP1 Traffic

4. 1SP2 Traffic

5. 1SP3 Traffic

6 If Packet Traffic s Via the Internet?

7. Answer> YES

8. If is DDoS Analysis Clean?

9. Answer > YES
=0 go to Forward Package (Package comes via External Company connection or Internet)
1. Ifis IPS and IDS Analysis Clean?

12. Answer > YES

13. Ifis Internet Firewall Analysis Clean?

14. Answer = YES

15 If Forward If Packet (Is the packet DMZ traffic?)

16. If =YES (DMZ Service Traffic; Requests made to services serving outside.)
17 If DMZ WAF/LB requests are clear?

18. Answer > YES

19. If is there any attached file in the package content?

20. Answer> YES

21 If Sandbox scan is clean?

22 Answer = YES
23 DMZ Services Servers

24 Answer = NO

25. Launch and Block Sandbox Protection System
26. Answer> NO

27. DMZ Services Servers

28 Answer > NO

29. Launch and Block WAF/LB Protection System

30 Answer > NO (Local Service Traffic; Requests for Headquarters services.)
31 go to Package moves to stage 3

32 Answear> NO

33 Launch and Block Internet Firewall Protection System

34 Answer= NO

35 Launch and Block IPS and IDS Protection System
36, Answer> NO

37 Launch and Block DDoS Protection System

38 Answer= NO

39. If Traffic Is DWDM Fiber?

40. Answer= YES

41 go to Package moves to stage 3

42. Answer>= NO

43. If Does the Package arrive via SD-WAN or MPLS connection?

44 go to Forward Package (Local Service Traffic; Requests for Head Office services)
45. go to Package moves to stage 3

46.

47. End

Figure 6. Tier-2 Internet, security systems, web services and remote site pseudocode.
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Figure 8. Tier-3 Local infrastructure, services systems flowchart.

MODEL TEST AND PERFORMANCE

The architectural model setup and roadmap, problem
definition, simulation scenario, model architecture struc-
ture was developed with the cyber network and security
architecture on the DRC infrastructure in Figure 9. Its
infrastructure and component stages and detailed informa-
tion of the developed architecture are given in Figures 1-9.

To prove the accuracy of the data obtained in the sim-
ulation environment, 150 different test operations were
repeated in the simulation environment. For the simulation
environment, open access, globally recognized professional
infrastructure products were used. Simulation infrastruc-
ture and component systems can use algorithms and meth-
ods such as machine learning and artificial intelligence. The
infrastructure components used in the simulation environ-

ment are given in Table 1.

A DRC infrastructure with a three-tier architecture was
developed with the required systems. Cyber-attacks were

Table 1. DRC simulation software and hardware list

Pieces

Systems

N I S R N R e T e e T e T

DN = =
o —= 0o W

Intel i7 12th Gen, 32GB RAM, 500GB M2 SSD
VMware® Workstation 17 Pro

EVE-NG 5.0.1 network and security simulator
Linux Kali, Parrot systems

OpenVas, Nessus10 attack simulators

Fortinet Analzyer 7.4.1

Wireshark 4.0.10

Fortinet Sandbox 4.4.4

Fortinet wireless controller 7.4.1

Internet service provider

VLAN

Fortinet Firewall,IPS&IDS, DDOS, WAF/LB 7.4.1
Windows server 2022 and Linux servers

Cisco Router, Switch L2&L3
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made on the architecture and the effects of the system as
a result of these attacks were observed with professional
analysis software. The attacks generated by the attack sim-
ulators on the servers, software and hardware in the system
infrastructure were designed and created to be similar to

the attacks that can come from the internet environment.

Table 2. DDoS, SD-WAN and MPLS attacks

In phase 1, the following results were obtained as a result
of cyber-attacks on DDoS, SD-WAN and MPLS architec-
ture with packets coming from the internet environment.
During this phase, repetitive attacks were conducted, and
random service servers that may be open to the internet
within the infrastructure were selected and attacks were
conducted to disable the service.

Attack vector Service Number of attack Protection %
tep_syn_flood http-https ssh-ftp-smb 101,938,66 99,99
udp_flood dns-smb snmp-ntp 214,468,22 99,99
port_scanning 1-65535 995,941,89 99,99
land_attack http-https icmp 221,040 99,99
smurf_attack icmp 285,234,41 99,99
random_source attack http-https 2,382,038,154 99,99
slowloris http-https 31,680 99,99
rstfin_flood ssh-https 1,546,702,37 99,99
syn_ack_flood ssh-https 1,356,082,319 99,99
icmp_sweep icmp 239,598,935 99,99
Total blocked attack numbers 3,977,719,408

Table 3. Botnet& Malware attack vectors

Attack Vector Malware Victim Source Count Total

“Ghost.Rat Botnet C&C 53 13 134 92.326

“Mirai.Botnet Botnet C&C 8 33 52 13.728

“Xtreme.RAT Botnet C&C 11 2 25 550

“Bladabindi Botnet C&C 8 11 22 1.936

“IS/TiMove Virus 1 27 54

“ASP/WebSh Virus 1 18 36

Table 4. Application vulnerability attack vectors

Attack vector Victim Source Count Total
Zyxel.zhttpd.Webserver.Command 51 313 461 7,358,943
ThinkPHP.Controller.Parameter.RCE 4 85 150 51,000
Bash.Function.Definitions.RCE 8 6 282 14,100
Apache.Log4j.Error.Log.RCE 7 8 174 9,744
Remote.CMD.Shell 2 4 396 3,168
vBulletin.tabbedcontainer. Template 4 6 96 2,304
Citrix.Application.Delivery.Control 3 5 102 1,530
Netcore.Netis.Devices.Hardcoded 2 7 72 1,008
vBulletin.Routestring.widgetConfi 4 6 41 984
F5.BIG.IP.Traffic. Management.Us 2 4 97 776
MS.IE.XSS.Filter.Error.Handler 2 4 68 544
Ivanti.Avalanche.ImageFilePath 1 4 57 228
Oracle. WebLogic. Fusion. Middle 1 3 55 165




2120

Sigma J Eng Nat Sci, Vol. 43, No. 6, pp. 2108-2126, December, 2025

In Table 2, it is observed that with various attacks made
with Hping3, LOIC, Hydra and Nmap applications, the
infrastructure of the first stage security system, attack vec-

Table 5. HT'TP / HTTPS protocol attacks

tors are successfully blocked by 99.99% in the simulation

environment. No interruption was observed in the internet
services provided during the attack and the system contin-

ued to operate.

Similar architectural infrastructure tests were con-
ducted in the second and third stages, and denial of service
and application vulnerability attacks were made against
security systems (IPS & IDS, firewall, WAE, Sandbox) and
web services through which traffic from the internet passes.

For the purpose of denial of service for DRC architec-
ture, attack simulation tools (Nessus, OpenVAS, Parrot)
were used to simulate Botnet and Malware attacks from
multiple sources simultaneously, and Table 3 shows the
total number of attacks of Botnet & Malware attack vectors.

Vulnerability tests were conducted on many applica-

tions that run on the services and that may have a weak

Attack vector Number of
attack

SQL injection 9.661
XSS 8.763
Cross.Site.Scripting 8.537
HTTP.URILSQL.Injection 2.577
TCP.Data.On.SYN 2.507
HTTP.Request.URLDirectory.Traversal 1.434
Nmap.Script.Scanner 1.349
Web.Server.Password.File. Access 1.062
Zyxel.zhttpd. Webserver.Command.Injection 461
Remote.CMD.Shell 396
Code Injection 305
Linux.Kernel. TCP.SACK.Panic.DoS 222
ZGrab.Scanner 204

point in terms of vulnerability of infrastructure systems.
As a result of the application vulnerability tests shown in
Table 4, there are more than twenty application vulnerabil-
ity attacks detected, out of which thirteen vulnerabilities are

Reconnaissance

Resource
Development

Initial Access

Active Scanning
T1595.001 Scanning IP Blocks
T1595.003 Wordlist Scanning

Gather Victim (Host Information)
T1592.002 Software
T1595.001 Scanning IP Blocks

¥

Acquire Infrastructure
T1071.004 DNS
T1583.005 Botnet
T1584.005 Botnet

Phishing for Information
T1114 Email Collection
T1204.001 Malicious Link
T1204.002 Malicious File
T1204.003 Malicious Image
T1566.001 Spearphishing Attachment
T1566.002 Spearphishing Link
T1598.002 Spearphishing Attachment
T1598.003 Spearphishing Link

Compromise Infrastructure
T1071 Application Layer Protocol
T1583.005 Botnet
T1584.005 Botnet

Obtain Capabilities
T1204.002 Malicious File
T1588.001 Malware
T1608.001 Upload Malware
T1041 Exfiltration Over C2 Channel

Stage Capabilities
'T1030 Data Transfer Size Limits
T1036 Masquerading
T1041 Exfiltration Over C2 Channel
T1608.001 Upload Malware
T1204.002 Malicious File

T1588.001 Malware

Exploit Public-Facing A

Phishing
T1190 Exploit Public-Facing Application
T1499.002 Service Exhaustion Flood
T1608.003 Install Digital Certificate
T1210 Exploitation of Remote Services
T1047 Windows Management Instrumentation
T1059.001 PowerShell
T1059.003 Windows Command Shell
T1059.005 Visual Basic
T1059.007 JavaScript
T1190 Exploit Public-Facing Application
T1203 Exploitation for Client Execution
T1204.002 Malicious File
T1218.001 Compiled HTML File
T1218.010 Regsvr32
T1218.011 RundlI32
T1566.001 Spearphishing Attachment
T1569.002 Service Execution

Ci d and Scripting Interpreter
ion for Client E: i
System Service
User Execution
Windows Management
Instrumentation
IT1059.001 PowerShell
[T1140 Deobfuscate/Decode Files
[T1104 Multi-Stage Channels
[T1105 Ingress Tool Transfer
[T1047 Windows Management
[T1059.001 PowerShell
IT1059.003 Windows Command Shell
[T1059.005 Visual Basic
IT1059.007 JavaScript
[T1190 Exploit Public-Facing Application
[T1203 Exploitation for Client Execution
IT1204.002 Malicious File
T1218.001 Compiled HTML File

External Remote Services
'T1133 External Remote Services
' T1572 Protocol Tunneling
'T1021.001 Remote Desktop Protocol

[T1218.010 Regsvr32

IT1218.011 Rundll32

[T1566.001 Spearphishing Attachment
IT1569.002 Service Execution

[T1203 Exploitation for Client Execution

Persistence

BITS Jobs
T1197 BITS Jobs

Boot or Logon Autostart Execution
T1547.006 Kernel Modules and Extensions

v

v

Hardware Additions
'T1091 Replication Through Removable Media
'T1200 Hardware Additions

Phishing
T1114 Email Collection
T1204.001 Malicious Link
T1204.002 Malicious File
T1204.003 Malicious Image
T1566.001 Spearphishing Attachment
T1566.002 Spearphishing Link
T1598.002 Spearphishing Attachment
T1598.003 Spearphishing Link

Through Media

T1091 Replication Through Removable Media
T1200 Hardware Additions

Trusted Relationship
T1199 Trusted Relationship

Valid Accounts
T1078.002 Domain Accounts

Scheduled Task/Job
IT1053.002 At
IT1053.003 Cron
IT1053.005 Scheduled Task

Software Deployment Tools
T1072 Software Deployment Tools
T1083 File and Directory Discovery
T1608.005 Link Target

User Execution
T1204.002 Malicious File
T1588.001 Malware
T1608.001 Upload Malware
T1114 Email Collection
T1204.001 Malicious Link
T1204.002 Malicious File
T1204.003 Malicious Image
T1566.001 Spearphishing Attachmen
T1566.002 Spearphishing Link
T1598.002 Spearphishing Attachmen
T1598.003 Spearphishing Link

Figure 10. MITRE ATT&CK threat modeling and defense methodology map-1.

Boot or Logon Initialization Scripts
T1037.001 Logon Script (Windows)

Create or Modify System Process
T1543.002 Systemd Service
T1562.001 Disable or Modify Tools

External Remote Services
IT1133 External Remote Services
[T1572 Protocol Tunneling

[T1021.001 Remote Desktop Protocol

Hijack Execution Flow
T1027.004 Compile After Delivery
T1036.005 Match Legitimate Name
T1127.001 MSBuild
T1202 Indirect Command Execution
T1218.002 Control Panel
T1218.005 Mshta
T1218.008 Odbcconf
T1218.010 Regsvr32
T1548.002 Bypass User Account Control
T1574.002 DLL Side-Loading

v

Pre-OS Boot
T1070.004 File Deletion
T1542.003 Bootkit

Scheduled Task/Job
T1053.002 At
T1053.003 Cron
T1053.005 Scheduled Task

Valid Accounts
'T1078.002 Domain Accounts
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shown for illustration. The architectural infrastructure sys-
tem can detect more than 29,462 application vulnerabilities
with the signature database and countermeasures can be
taken. Table 4 shows the most vulnerable application layer

vulnerabilities of the systems in the attack area.

HTTP/HTTPS protocol attacks were performed using
cyber-attack simulation tools (Nessus, OpenVAS, Parrot) in
order to block services running in the DMZ infrastructure.

Privilege Escalation

Defense Evasion

While web services are invoked through HTTP/HTTPS
protocols, these protocols have many security vulnerabili-
ties due to their nature. The vulnerability attacks detected
and blocked by the WAF system are shown in Table 5. It

was observed that these attacks were blocked by the DRC

Credential Access

architecture.
MITRE ATT&CK is used to classify cyber threat vec-
tors, create attacker profiles and take precautions. This

Discovery

Lateral Movement

Abuse Elevation Control Mechanism
T1027.004 Compile After Delivery
T1036.005 Match Legitimate Name
T1127.001 MSBuild
T1202 Indirect Command Execution
T1218.002 Control Panel
T1218.005 Mshta
T1218.008 Odbcconf
T1218.010 Regsvr32
T1548.002 Bypass User Account Control
T1574.002 DLL Side-Loading

v

Abuse Elevation Control Mechanism
Indirect Command Execution
Masquerading

Obfuscated Files or Information
System Binary Proxy Execution
Trusted Developer Utilities Proxy

T1027.004 Compile After Delivery

T1036.005 Match Legitimate Name

T1127.001 MSBuild

T1202 Indirect Command Execution

T1218.002 Control Panel

T1218.005 Mshta

T1218.008 Odbcconf

Access Token Manipulation
Boot or Logon Autostart Execution
Boot or Logon Initialization Scripts
T1134.005 SID-History Injection
T1547.006 Kernel Modules and Extensions
T1037.001 Logon Script (Windows)

T1218.010 Regsvr32
T1548.002 Bypass User Account Control
T1574.002 DLL Side-Loading

Adversary-in-the-Middle
Credentials from Password Stores
Input Capture

'T1557.002 ARP Cache Poisoning
T1555.004 Windows Credential Manager|
'T1056.002 GUI Input Capture

Account Discovery
Query Registry
71012 Query Registry
T1087.001 Local Account
[T1552.002 Credentials in Registry
T1003.001 LSASS Memory
T1003.005 Cached Domain Credentials

Brute Force
T1110.001 Password Guessing

T1562.004 Disable or Modify System Firewall

T1543.002 Systemd Service
T1531 Account Access Removal

T1070.002 Clear Linux or Mac System Logs

T1562.001 Disable or Modify Tools

¥

Domain Trust Discovery
T1482 Domain Trust Discovery
T1484.002 Domain Trust Modification

File and Directory Discovery
Network Service Discovery

2

Access Token Manipulation
BITS Jobs

v

Create or Modify System Process
T1543.002 Systemd Service
T1562.001 Disable or Modify Tools
T1110.001 Password Guessing
T1489 Service Stop
T1543.003 Windows Service
T1562.004 Disable or Modify Firewall

Build Image on Host
T1134.005 SID-History Injection
T1197 BITS Jobs
T1612 Build Image on Host

Deobfuscate/Decode Files
T1059.001 PowerShell
T1140 Deobfuscate/Decode Files

Domain Policy Modification
File and Directory Permissions
Modification
T1482 Domain Trust Discovery
T1484.002 Domain Trust Modification
IT1222.002 Linux, Mac File and Directory

Domain Policy Modification
File and Directory Permissions
T1482 Domain Trust Discovery
T1484.002 Domain Trust Modification

T1222.002 Linux and Mac File and Directory|

Permissions Modification

Permissions Modification

Hijack Execution Flow
IT1027.004 Compile After Delivery
'T1036.005 Match Legitimate Name
T1127.001 MSBuild
'T1202 Indirect Command Execution
'T1218.002 Control Panel
'T1218.005 Mshta
'T1218.008 Odbcconf
'T1218.010 Regsvr32
IT1548.002 Bypass User Account Control
T1574.002 DLL Side-Loading

Hijack Execution Flow
T1027.004 Compile After Delivery
T1036.005 Match Legitimate Name
T1127.001 MSBuild
T1202 Indirect Command Execution
T1218.002 Control Panel
T1218.005 Mshta
T1218.008 Odbcconf
T1218.010 Regsvr32
T1548.002 Bypass User Account Control
T1574.002 DLL Side-Loading

v

0OS Credential Dumping
Steal or Forge Kerberos Tickets
T1003.001 LSASS Memory
T1003.005 Cached Domain Credentials
T1087.001 Local Account

T1072 Software Deployment Tools
T1083 File and Directory Discovery
T1608.005 Link Target

T1046 Network Service Discovery

Exploitation of Remote Services
I T1190 Exploit Public-Facing Application|
IT1210 Exploitation of Remote Services

Service ion Hij
Remote Services
T1563.002 RDP Hijacking
'T1021.004 SSH
'T1071.001 Web Protocols
'T1071.004 DNS
'T1102 Web Service
'T1041 Exfiltration Over C2 Channel
'T1133 External Remote Services
T1021.003 Distributed Component
T1218.014 MMC

i

Removable Media
T1091 Removable Media
T1200 Hardware Additions

T1558.003 Kerberoasting

Remote System Discovery
y Network Confi: i

Discovery

¥

Unsecured Credentials
T1012 Query Registry
T1087.001 Local Account
T1552.002 Credentials in Registry

Scheduled Task/Job
T1053.002 At
T1053.003 Cron
T1053.005 Scheduled Task

Valid Accounts
T1078.002 Domain Accounts

Impair Defenses
T1110.001 Password Guessing

T1562.004 Disable or Modify System Firewall

T1489 Service Stop
T1543.003 Windows Service
T1070.001 Clear Windows Event Logs

T1562.002 Disable Windows Event Logging

T1110.001 Password Guessing
T1543.002 Systemd Service
T1562.001 Disable or Modify Tools
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T1110.001 Password Guessing
T1070.001 Clear Windows Event Logs

T1070.004 File Deletion
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T1562.002 Disable Windows Event Logging

T1542.003 Bootkit

Modify Registry
Pre-OS Boot
T1112 Modify Registry
T1070.004 File Deletion
T1542.003 Bootkit

v

System Binary Proxy Execution
Valid Accounts
T1021.003 Distributed Component Object
T1218.014 MMC
T1078.002 Domain Accounts

T1016.001 Internet Connection Discovery
'T1018 Remote System Discovery

Software Deployment Tools
T1072 Software Deployment Tools

Figure 11. MITRE ATT&CK threat modeling and defense methodology map-2.
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Figure 12. MITRE ATT&CK threat modeling and defense methodology map-3.

framework can be used to create an attack map of the
attacker, which is used to gain a better understanding of the
vulnerabilities of the system [87,88]. The maps in Figure 10
and Figure 11 help to understand the attacker’s steps and
improve cyber defense systems.

With the attack maps, future studies on cyber-attack
protection and digital maturity will have a more scientific
basis. As cyber-attacks continue to evolve and change, the
need to systematically categorize the attacker profile and
behavior map has led to the emergence of the MITRE
ATT&CK and NIST v2 framework. When the results in
Figure 12 are combined with the data obtained from Figure
10 and Figure 11, it is seen in the tests and performance
evaluations conducted in the simulation environment that
the architecture designed for the DRC infrastructure, which
houses critical systems, has superior attack and threat pre-
vention mechanisms.

CONCLUSION

Research and technological advancements have shown
that cyber-attacks are increasing day by day. This increase

underscores the critical need for robust cybersecurity mea-
sures to address the ever-evolving threats in the digital
landscape. Academic studies in the field of cybersecurity
and network security are making significant contributions,
and these contributions are becoming more pronounced
each year. The referenced studies highlight various types
of threats that cyber attackers can deploy, and the findings
obtained through studies on various available databases
have added valuable insights to the literature.

The novelty of this study to the literature is the devel-
opment of an architecture that leverages new and emerging
technological infrastructures to address the security needs
against cyber-attacks on DRC centers. The flowchart and
pseudocode structure of this architecture have been detailed
comprehensively. Additionally, the scientific novelty of
this study lies in the successful integration of professional
applications and frameworks such as EVE-NG, Nessus,
OpenVAS, Kali, Parrot, MITRE ATT&CK Enterprise, and
NIST v2. This integration has enabled the determination
of the success limits of the architecture. The architectural
infrastructure was simulated in the application environ-
ment, and real-world cyber-attack vectors were used to
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conduct performance tests through accessible professional
applications. This practical validation underscores the
effectiveness and reliability of the architecture.

A significant challenge in cybersecurity are unknown
zero-day attacks those that have not been previously identi-
fied and are not present in databases. These attacks remain
a critical problem for existing infrastructure and systems.
The developed architecture aims to provide effective pro-
tection against such attacks. In the first phase of the archi-
tecture, attacks were conducted on DDoS, SD-WAN, and
MPLS systems using 10 different attack vectors and 10
different internet protocols. The behavior of these attacks
was analyzed in detail using Wireshark packet analysis and
Forti Analyzer software. The tests demonstrated that the
protection layers could detect and block 99.99% of current
and known attack vectors. The 0.01% error margin is antic-
ipated to be due to the simulations conducted in a virtual
environment.

In the second and third phases, attacks were conducted
on DMZ web services and local network servers. These
attacks, generated by attack simulators, were conducted
using 57 different attack categories, 89.000 CVEs (Common
Vulnerabilities and Exposures) and 219,000 different attack
methods on IPS&IDS , layered firewalls, WAF structures,
and sandbox products. The servers within the attack area
did not exhibit any vulnerabilities, indicating the effective-
ness of the developed architecture.

Global cybersecurity frameworks have facilitated the
mapping of risks against the actions attackers may take to
achieve their goals. Necessary improvements and plans have
been implemented, and the ability to control and intervene
in the accuracy of security measures has been enhanced,
thereby preventing data loss. The real-time network traf-
fic data obtained from the systems showed that malicious
attacks designed to cause service interruptions failed. This
finding confirms the success of the DRC architecture and
infrastructure equipment.

The unique contribution of this research to science is
the development of a cybersecurity architecture for DRC
systems, an area not previously explored in such scope and
detail by any academic author. The use of professional sys-
tems and advanced cyber-attack simulations has enabled
the prevention of threats, and the data obtained has facili-
tated the development of a distinctive DRC architecture for
distributed infrastructures that can be tiered. This model
can be used by institutions and organizations to enhance
the maturity level of their cybersecurity and network secu-
rity, thus preventing potential economic losses.

Future recommendations for further development of
this study include the integration of infrastructure systems
such as Data Diodes (DataflowX), Secure Access Service
Edge (SASE), and software and application-based data cen-
ters into the DRC infrastructure. These recommendations
aim to further strengthen the current architecture and cre-
ate a more effective defense mechanism against new cyber
threats. Data diodes can minimize security vulnerabilities

by making data flow unidirectional, preventing external
access to critical systems. Secure Access Service Edge can
play a crucial role in securing network access for users and
devices, thereby preventing cyber-attacks. Software and
application-based data centers can ensure the dynamic and
flexible implementation of cybersecurity policies.

In conclusion, this study represents a significant
advancement in the field of cybersecurity and network
security. The developed DRC architecture has provided
effective protection against various cyber-attacks, yielding
findings that will inform future research in this field. As a
valuable reference for both academic and professional com-
munities, this study demonstrates the applicability of new
technological developments and methodologies in cyber-
security. Consequently, it serves as an essential resource
for researchers and experts working in the cybersecurity
domain.
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