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ABSTRACT

In recent years, digital communication captured massive attention among people, and it
plays a significant role in various streams such as banking, healthcare departments, indus-
tries, information technologies, and more. At present, all data transfers are transmitted
through the internet, which requires a high level of security to transfer the original message
until it reaches the destination. Cryptography and Steganography are the two important
functionalities that ensure data security over open internet sources. Steganography is the
procedure that deals with hiding secret text, audio, and video within massive data. It is
found to be a useful source as well as it paves the way for secured communication between
two groups to hide the information. However, existing methods are not capable enough to
provide efficient results and key creation frequently depend on predictable, deterministic
techniques, which might not fully account for anomalies or inefficiencies in the key selec-
tion procedure. Hence, proposed method introduces effective key generation using an Op-
timized Genetic Algorithm (OGA) as it produces complex keys along with Enhanced Rivest
- Shamir- Adleman (RSA) encryption and Enhanced RSA decryption algorithm. Enhanced
Discrete Wavelet Transform (E-DWT) is employed for the compression and decompression
process, and Improvised Lifting Wavelet Transform (I-LWT) is used for the data embed-
ding process. The Genetic algorithm with the Rabin Miller Primality test (RMPT) is mainly
proposed for the complex key generation process with secured communication. The private
and public keys are generated using an optimized genetic algorithm. Performance metrics
are employed to evaluate and analyse the capability of the proposed method considering
the Peak signal noise ratio (PSNR), Single to noise ratio (SNR), and Mean Squared Error
(MSE) metrics. The proposed model resulted in of MSE rate of 0.00000000042036 and an
SNR value of 99.98 %.
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INTRODUCTION

In recent years, breach of data privacy has become one
of the common threats to people since these data contain
sensitive or personal information, and this information is
stored and transmitted over the internet, which requires a
high level of protection. Therefore, more reliable methods
should be implemented to secure information, such as cryp-
tography and steganography. Cryptography [1] protects
communication and information via the implementation of
codes so that only those for whom the information is antic-
ipated can read and process it. It is a process of encrypting
sensitive and secretive information into scrambled or jum-
bled messages [2]. In cryptography encryption and decryp-
tion algorithm are employed, encryption algorithms are
used to convert plain texts into incomprehensible and inex-
plicable format whereas decryption algorithm is the reverse
process of encryption algorithm, which convert cipher text
back into plaintext.

Along with cryptography, steganography can also be
employed. Steganography is a technique that hides data or
information in an image form, audio form, or video form,
and the data will be transformed from sender to receiver.
There are several types of steganography deals with the
methods of audio, video and text. Text steganography
involves making modifications to the text which previously
exists to conceal the stenographic information. In audio
steganography, a psychoacoustical masking technique of
HAS (human auditory system) is usually employed to con-
ceal information [3].

Stenography, which uses the image to hide information
is called image steganography and it is the most widely
used steganography [4]. Some of the significant factors of
employing steganography are that, steganography allows
users to conceal a large amount of information with audio,
image, and video format. Steganography and cryptography
are employed in the existing study for data security tech-
niques [5], suggested study employed cryptography and
steganography, which used AES for cryptography and LSB
for steganography, suggested paper revealed that combin-
ing these 2 algorithms can enhance the integrity, confiden-
tiality, and flexibility of the data. Similarly, the suggested
study employed cryptography and steganography to hide
and unhide the text file into an image file. LSB (Least
Significant Bit) is implemented for the insertion tech-
nique in steganography along with it, the LZ algorithm is
executed for the data compression process. The algorithm
utilized in the suggested study is the RSA algorithm for
cryptography. Besides conventional steganography, hybrid
steganography is employed in the suggested study [6]
along with RSA (Rivest — Shamir- Adleman) cryptosystem
employed to encrypt the plain text with the image file. The
suggested paper divided the algorithms into cryptosystem
and steganography, and MATLAB environment is used to
run the code. The concept of the RSA algorithm is utilized
in the suggested study since they are ideally used in various

mathematical problems. The computational time has to be
considered as it is a crucial factor when developing a steg-
anographic algorithm [7].

Correspondingly, the conventional paper has presented
6 spiral functions and 2 hybrid functions (SEB-ChOA) for
rectifying deficiencies. The performance is evaluated on 20
benchmarks of IEEE CEC-2005, 12 constrained real-world
engineering problems of IEEE CEC-2020 and 23 standard
benchmarks. Statisical evidence have shown that the pre-
vailing SEB-ChOA has attained better results [8]. Likely,
the prevailing method has developed a modified ChOA to
enhance the exploitation and exploration abilities of ChOA.
It has used 23 standard benchmarks, randomly created
landscape, 10 suit tests and 12 real-world constrained opti-
misation issues from different engineering fields. Such as
power system, mechanical design, chemical producer, pow-
er-electronic, process synthesis and design nad livestock
feed ration. The prevailing model has attained high rank
results [9]. Likely, the prevailing model utilised Opposition-
Based Learning (OBL) and Greedy Search (GS) increases
the ChOA [10]. A memory structure has exploited to save
dominated solutions a grid mechanism and leader strategy
to study on Multi-Objective version namely (MOChOA). It
could be applied in various engineering fields and attained
better results [11].

Though existing studies have provided better results,
they lack in [12] image compression technique which
is yet to be performed, the accuracy of the results, etc.
These drawbacks can be overcome by utilizing a opti-
mized genetic algorithm for the key generation process and
Enhanced DWT for the compression and decompression
process using the Enhanced RSA algorithm for the process
of decryption and encryption. The GA can enhance the key
generation process by optimizing key parameters, thereby
increasing efficiency and reducing irregularities in the RSA
algorithm. This optimization leads to faster computation
times compared to traditional methods. RSA is favored for
its strong confidentiality and integrity, rooted in complex
mathematical principles that make it challenging to crack.
By integrating GA with RSA, the proposed method not only
improves key generation but also leverages the robust secu-
rity features of RSA, ensuring that the encryption remains
resilient against attacks while maintaining efficient perfor-
mance in real-world applications. The security of the RSA
mainly depends on the difficulty of factoring huge integers.
Due to these remarkable advantages, the proposed method
utilized OGA for key generation, EDWT, and ERSA
algorithm.

Aim and Objectives

« To perform key generation of the private and public
keys with the help of an Optimized Genetic Algorithm
(OGA).

o To perform the operation of encryption and decryption,
ERSA algorithm is performed.
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o To perform compression and decompression of the
image by using Enhanced Discrete Wavelet Transform
(E-DWT).

o To embed the data, an Improvised Lifting Wavelet
Transform (I-LWT) is proposed.

o To assess the efficiency of the proposed model using
performance metrics to confirm the efficiency of the
proposed method.

Paper Organization

The study is being organised in a manner like section
I deals with the introduction part and Section II discusses
the reviews of various existing works that pertain to this
context. Then, section III explores the overall proposed
method to encrypt and decrypt the data in steganography
efficiently. Subsequently, section IV discusses the results
obtained from the implementation of the proposed study.
At the final point, the overall research is summarised in
section V.

Review of Existing Works

Steganography is the approach or a main discipline to
hide information in digital mediums, either audio, video,
or text formats. The hided information will not be visible to
the naked eye. The research paper incorporated with RSA
algorithm for the encryption process to convert the infor-
mation into secret information. The segmentation process
of the cover image is divided into non-edge and edge pix-
els by employing the technique of the Canny edge detec-
tor. The bits of the secret messages that are comprised in
the technique such as N1 and N2 are buried into the non-
edge and edge pixel areas by utilizing the LSB approach.
The implantation of the essential parameters such as N1
and N2 is prepared in the four pixels. The hidden data is
extracted at the recipient’s side from the stego image before
the extraction of N1 and N2 length. The reversible process
occurs by incorporating the RSA algorithm for decryption
by employing two keys. The performance metrics such as
MSE, PSNR, and Histogram are evaluated. The method
employed in the paper has attained better efficiency in hid-
ing the information [13].

The private and confidential information or data are
secured by utilizing the approach of steganography. This
technique has been emerging as a trend that assists in lock-
ing up the secret message. LSB is considered to be a pro-
found method and an effective strategy that is practiced in
Image Steganography. The method of encryption in this
specific paper is practiced by LSB, RSA, and DWT algo-
rithms. The time consumed for the encryption process is
reduced in this specific study in contrast to the traditional
or conventional methods. These methods can better pro-
tect the message from brutal attack forces [14]. Likewise,
LSB is considered the effectual process for image steganog-
raphy, mainly incorporated in entrenching the communi-
cation, i.e., undisclosed. The LSB is employed in the study
that relies upon the hash function. The main purpose of

employing this technique lies in deciding the position to
conceal the secret data by utilizing the hash function. The
algorithm is proposed in the study to conceal the text which
is constituted in the text file or file of a cover image. The
two main stages are involved in the study: the encryption
process being practiced by applying the RSA algorithm.
Then the insertion of encrypted text into the cover image is
practiced by operating the LSB approach. The implementa-
tion process and assessment of the algorithm are practiced
by C#.net. The proposed results have shown that the model
has better efficiency in hiding and retrieving the text in the
image [15].

The high level of the stenographic method is employed
to protect the data and the data integration. CICS cryp-
tography is practiced in this particular study. Dual RSA is
employed in the study, and the encrypted images are cov-
ered under the stego images. When the Dual RSA is utilized
in the study, it enables less memory utilization, and the pro-
cess is robust. Certain performance metrics are considered
to evaluate the model’s ability, such as calculating the value
of SSIM and PSNR that ensures the efficacy of the CICS in
contrast to conventional Steganography [16]. Congruently,
the existing research has employed a Radial Basis Function
Neural Network (RBF-NN), an automatic sonar target
recognition model. For the prevailing RBF-NN, a Whale
Optimisation Algorithm with fuzzy system has been utilised
for training. Simulation result has shown with 97.49% of
accuracy on sonar data [17]. Insertion of the LSB method is
an efficient technique for embedding the data. LSB embed-
ding approach has the greater capacity to conceal the infor-
mation from the naked eye. The information or a message
cannot be figured out from the cover file of LSB. This spe-
cific study incorporates steganography and cryptography
to send the compressed message along with the process of
decryption and decompression originating from the stego
image. The two combinations are constituted in the study
such as steganography by utilizing DWT and Huffman
coding whereas cryptography by utilizing the correlation
of RSA would be an effective method. LSB is applied to
implant the encrypted data in the compact cover image.
This model has shown better performance than other tradi-
tional approaches by considering the performance metrics
[18]. Systems can be hacked in many different ways, and it
can cause risky thing and threats to the confidential files
that are comprised in the system. Hence it is important to
save data as much as possible irrespective to the data type,
which can be in any form like text, audio, video, or images,
however, the suggested paper mainly depended on the basic
image which can be protected in another image after mod-
ifying its formal to composites by utilizing DWT (Discrete
wavelet transform). The strategy employed in the suggested
study is to hide the 2D and 3D images on other images to
produce a single encrypted image with tall efficacy [19].

Like any other financial sector, the intelligence sector
must protect the data. However, brute force attacks are
common and highly frequent, so the suggested study [20]
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employed the Playfair algorithm, considered one of the most
powerful cryptographic algorithms. The suggested Playfair
algorithm enhances the performance of the conventional
Playfair cipher. It assists keyless transposition, and an addi-
tional layer of security between the sender and receiver is
improved by employing steganography and the RSA algo-
rithm. Sometimes there is a possibility, that the decryption
process can be slow, hence suggested study used the Chinese
remainder theorem, which mainly concentrated on modu-
lus calculation. It also emphasized improving the sturdiness
of the system with the help of steganography. CRT speeds
up the operation of the private key. In cryptography, CRT is
used in sharing via error-correcting code. In addition to the
theorem, a faster RSA-CRT algorithm for the decryption of
data is also employed. More protection can be offered by
2 algorithms, the LSB-RSA algorithm. Even Steganalyis is
not feasible enough to recover the data from attackers when
RSA-CRT is implemented [21]. Most of the existing stud-
ies either use steganography or cryptography however sug-
gested paper employed both methods, which ensured added
security for the user from unauthorized access. It used MSB
(Most Significant Bit) for steganography and RSA for cryp-
tography. RSA-MSB provided better capacity and memory
consumption results than existing methods [22].

Apart from RSA, several other algorithms provided
many solutions to avoid the theft of data. One of the
common algorithms employed to avoid data theft is AES
(Advanced Encryption Standard). The suggested study
employed AES and steganography, in which input data
used to protect from threats are images. These images are
secured by employing watermarking with BS (bit shifting).
AES encryption method is employed with watermarked
images and AES decryption is employed to retrieve the
original image. Performances metrics such as MSE and
PSNR were implemented to compare the image in terms of
compression quality and image similarity can be demon-
strated using SSIM (structural similarity index) [23].

In general, data are in different forms, which include
images, audio, video, and text however, specifically while
protecting the data in audio format, degradation of the
quality of data is possible hence suggested study employed
a technique that provided an enhanced quality of PSNR and
SNR when steganography is applied. The suggested study
revealed that there was no significant distortion of audio
after the encrypted text was hidden in the audio file. The
algorithm employed to encrypt the text is AES, later, two
inputs were needed for the DWT algorithm since one input
was used to cipher the text and the other was used to cover
the audio. Finally, the quality of the audio file was evalu-
ated using various metrics: PSNR, SNR, and MSE. Higher
PSNR value resulted in a better quality of compression.
Finally, SNR was evaluated to compare the different lev-
els of preferred signal to the background noise level [24].
Various types of steganography and specific steganography,
known as image steganography, are evaluated in the sug-
gested study. Image steganography deals with concealing

confidential data within an image. However, one of the dis-
advantages of employing image steganography is that a lot
of information cannot be hidden in an image since it may
lead to irrelevant results [25].

Problem Identification
From the existing studies, various problems are identi-
fied in the field of steganography. Among the several prob-
lems, the significant problems are addressed in this section.
o The accuracy is less in existing steganography models,
which needs attention in the future to enhance effi-
ciency [24]
o Excellent steganography approaches can be employed
in the future with the presence of hybrid cryptography
that enhances security [14].

MATERIALS AND METHODS

The study aims to encrypt and decrypt the data such as
Images, Audio, and text in steganography. For this purpose,
the four main techniques are involved in the study. The
complex keys (public and private keys) are generated using
an optimized genetic algorithm (OGA). The encryption
and decryption are carried out by the RSA algorithm. The
compression and the decompression process is proceeded
by enhanced discrete wavelet transform (E-DWT) and
the process of decomposition and extraction of the com-
pressed image is by Improvised Lifting Wavelet Transform
for decomposition (I-LWT). OGA is used for effective key
generation, producing complex keys for encryption. An
improved version of the RSA algorithm for encryption and
decryption. E-DWT Used for data compression and decom-
pression. Improvised Lifting Wavelet Transform (I-LWT) is
utilized for embedding data securely. The overall flow of the
proposed methodology is been depicted in the Figure 1.

Figure 1 shows the overall flow of the proposed method.
Initially, the message is given as input (Audio, video, or
text). The public key and the private key are generated by
employing a genetic algorithm. The public and the private
key is responsible for the encryption and the decryption
method. The function of encryption is processed using
the ERSA algorithm. The encrypted result is obtained.
Subsequently, the compression procedure, along with the
pre-processing, is carried out by applying the Enhanced
Discrete Wavelet Transform (E-DWT) method. From that
procedure, the compressed image is gained as an outcome.
The compressed image before the pre-processing method
is given as the cover input. The cover input is concealed
by Improvised Lifting Wavelet Transform for decompo-
sition (I-LWT) in steganography. The embedded result is
attained through this procedure. Eventually, a reversible
process is carried out to extract the data. The cover image
is extracted by employing the ILWT. Thus, the cover out-
put is obtained. The decompression process is undergone
by Enhanced Discrete Wavelet Transform (E-DWT). The
decompressed result is gained. Again ERSA proceeded with
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Figure 1. Overall view of the proposed method.

the decryption method. Therefore, the decrypted result is
accomplished. The performance of the respective method
is assessed to determine the efficacy.

KEY GENERATION USING OPTIMIZED GENETIC
ALGORITHM (OGA)

Asymmetric cryptography is carried out in the study,
which involves two keys, such as private and public. Public
key is utilised for an encryption process, and then private
key is utilised for a decryption process. There will be many
brute-force attacks that occur to evaluate the strength of
the algorithm. The effect of the attacks is based upon the
parameters that rely on the key’s length and the key’s com-
plexity from where it is generated. When the key genera-
tion process is more complex, it would be challenging for a
cryptanalyst. The OGA is proposed in the study since it is
a highly adaptive and heuristic algorithm. It is significantly
practiced in optimizing and searching processes, making
the key more complex. The principle of the genetic algo-
rithm relies upon natural genetics and natural selection.
Numerous advantages exist in the genetic algorithm like
reliability, efficiency and parallelism and it can be mod-
ified to solve varied problems. It possesses a huge exten-
sion solution space in searching ability. The existence of
the fitness function in the Genetic algorithm is practiced
for the evaluation. It is latent to operate as a multi-objec-
tive optimizer. Thus, the Genetic algorithm with the Rabin
Miller Primality test (RMPT) is mainly proposed for the

complex key generation process with secured communi-
cation. The private and public keys are generated using an
OGA. Three main processes are involved in the Genetic
algorithm namely selection, crossover, and mutation pro-
cess until it reaches the destination criteria. The crossover
and the reproduction process enable better searching for
the genetic algorithm.

The process involved in OGA is that, fitness value
obtained from the genetic algorithm is fed to public key, and
the value obtained by the public key is multiplied with the
fitness value obtained by the genetic algorithm. However, in
the proposed OGA model, the fitness value is iterated again
by employing in crossover and mutation in order to secure
the key in a more protective way. Pseudo code of the OGA
is listed (Algorithm 1).

Firstly, parameters are initialized after initialization,
initial chromosomes and genes are created. Here, the
crossover probability Pc,,; = 100 where, each time a pair
of parents is selected and there is an occurrence of cross-
over. When it reaches the maximum recombination of
genetic material, it leads to the convergence of algorithm
quickly and it is potentially held at the local optimum with-
out adequate consideration of further possible solutions.
Besides, Mutation probability m,,; = 100, then each gene
of individual in the population is mutated in every gener-
ation. It can extremely modify the genetic population in
every iteration. This makes the algorithm to perform like
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Algorithm 1. Optimized genetic algorithm

INPUT: msg,
OUTPUT: key,
Step 1: Initialize the parameter
chro,,,,, > 20
genes,,.. > 20
Maxy,, » 100
Pc,,, > 100
Prm, ;> 100
Er,y~ 100
Step 2: Chromosomes
Create initial Chromosomes chro,,,; and
genes genes, ;) > Msgy
Step 3: Compute the fitness function

fitness,,; by using the sphere function

val

Step4:t->1
Step 5: Sort the fitness,,,; in descending order

Step 6: con,,,,, > compute the highest index fitness value

curve

Step 7: For t > 2 to max,,,

calculate the fitness value By using population do the selection
operation find 2 parent

By using parent do the crossover operation find 2 child
do the mutation operation find child 1
do the mutation operation find child 2

By using child 1 and Pm

val
By using child 2 and Pm,,
Compute the update population by using child
new,,,, > By using old populaion and updated population, compute
the new population by using elisism operation

€OM e (1) > Assign new,,,, first fitness value

curve
end
Step 8: key,,; > Compute the 2 best prime fitness values
Step 9: end

Step 10: end

a random search compared with GA. Hence, the constant
destruction of collected individuals can prevent the algo-
rithm against an effective preservation and propagation of
good solutions. Moreover, the sphere function is given by
(x) = X, x2 where x = (x1, x2,...xn) signifies the vector
of the decision variables (genes in the chromosomes), n is
the variable numbers (genes), xi denotes the value of the 3™
variable (gene).Then the fitness function is computed and
the fitness values generated are sorted in descending order,
the highest index fitness value is computed, and finally, 2
best prime fitness values are generated.

Enhanced RSA Encryption

The proposed study has utilized the ERSA method for
the process encryption and as well as the decryption. This
method is employed with two keys such as public and private
to perform the operation. In ERSA, the public key required

to encode the sensitive information, whereas the matching
private key is required to decode the encrypted message.
RSA algorithm is an easy algorithm to implement, confiden-
tial and personal data can be transmitted carefully and firmly
via the ERSA algorithm. ERSA offers a high level of security.
ERSA is a public key encryption algorithm that employs an
asymmetric algorithm for data encryption. ERSA is the most
frequently used public key algorithm. 2 big prime numbers,
p> and q are made utilising the Rabin-miller algorithm. The
Pseudo code of the corresponding Algorithm 2 is listed.

Algorithm 2. Enchanced RSA encryption algorithm

Step 1: Initialization
Prar > key,q (1)
Qa1 > key,q (2)
PRyt > Pyt dval
Phivg > (oo - 1) * (G- 1)
Step 2: Compute the public key
x=2,P Uke), =1
Whilex > 1
PU,,, = PU,,+ 1
x = ged ged (phi, g, PUy,, )
end
Step 3: Compute the Private key
i=1,r=1
While r> 1
k = phi

r = remainder(k, PUkey)

va "t 1
i=i+1
End

Step 4: PRy, = k/ PUy,,
Step 5: msg,,,, > compute the length of the msgy,
Step 6: for j > 1 to msgy,,

encryg, G > crypt(msgs,-g, Pk PUkey)

End

The existing approaches to key creation frequently
depend on predictable, deterministic techniques, which
might not fully account for anomalies or inefficiencies
in the key selection procedure. These techniques usually
involve fixed algorithms that produce keys by applying
common mathematical operations, which might result in
weaknesses if the patterns of the keys are identified. GA
presents an adaptive and stochastic method for generating
keys. GA can explore a larger solution space and dynami-
cally optimize important parameters by mimicking natural
selection processes. Because GAs can successfully eliminate
anomalies and enhance computational efficiency, the out-
come is a less predictable and more secure key. All things
considered, even though current techniques might offer a
minimum degree of protection, the incorporation of GA
amplifies the resilience and versatility.
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Enhanced - DWT Compression (E-DWT Compression)
DWT is a recently developed compression method that
is used for image compression. DWT image compression
comprises the decomposition process, entropy encoding,
and detail co-efficient thresholding process. The suggested
method>s use of the LWT and DWT supported by pointing
out its unique benefits for steganography. DWT is renowned
for its capacity to offer multi-resolution analysis, enabling
efficient data embedding at different sizes without apprecia-
bly lowering the cover mediumvs quality. This characteristic
increases imperceptibility, reducing the ability to identify
hidden information. However, compared to conventional
wavelet transformations, LWT allows for in-place compu-
tations and faster processing times, making it more compu-
tationally efficient and simpler to implement. Furthermore,
LW'Ds capacity to adaptively change coefficients makes it
especially well-suited for safely embedding data, improving
data security in general. The report can illustrate why these
transformations were chosen over alternative solutions by
outlining these benefits. The following methodology involves
transforming an image using the DWT and thresholding
techniques. DW'T is predominantly implemented for image
pre-processing, especially for lossless image compression.
DWT is majorly employed for lossy compression. In most
cases, the threshold values are constant in addition to, high
encryption time and quality of reconstructed image will be
affected, however, in the proposed work value of the thresh-
old is set which diminishes the time taken for encryption
and retain a better quality reconstructed image. Due to these
enhancements, Enhanced DWT is implemented to mini-
mize the distortion of the cover image, it also provides better
security, quality, and imperceptibility. In general, the existing
model utilizes low pass filter only, however, in the proposed
E-DWT, the model is enhanced by using both low pass filter
and high pass filter.The process involved in E-DWT is that,
size of the input data which includes size of image, audio
or text is multiplied with the value of the Quantizer - 0.255
(constant value). This E-DWT helps in providing lossless

Algorithm 3. E-DWT compression

Input: encryg,
Output: comp,,,,

Step 1: [m,n] = Size(encrysig)

Je-27+(-2y

2
(4vaui )
2%102

Step 2:d_val(i,j) = X% Xjo1

Step 3:h_val(i,j) » X%y X}, e
Step 4: low,q55(i,)) = X% X1 Moaiiij) * encrysig(i, J)

(4vacip)”
2%102

Step 5:h_val(i,j) » X% Xi 1—e
Step 6: highpass(irj) - Z;ﬁil Z;}al hval(i,j) * eNCTrysig (i'j)
Step 7: comp,,,, > Do discrete wavelet transform for encry, by

using low,,., and high

pass pass

image compression. The pseudo-code of algorithm III is
listed (Algorithm 3).

Improvised  Lifting  Wavelet  Transform  for
Decomposition (I-LWT)

LWT is a method that substitutes the standard DWT is
employed for the computation process of the wavelet co-ef-
ficient. The methodology of lifting originates from the lift-
ing scheme. A lifting scheme is an approach employed in
the design of wavelet. The LWT relies on the convolutional
of the original signal with FIR comprised with the struc-
ture of FIR. The original filter is broken into a sequence of
tiny structures that enables a versatile and a sophisticated
algorithm that is 50% quicker and faster than conventional
ones. Traditional lifting wavelet decomposition employs
the 1D method however, the proposed I-LWT for decom-
position employs the 2D method. One of the advantages
of implementing the 2D method over 1D method is that,
resolution of the image is increased when compared to the
conventional one. In addition to, I-LWT provides excellent
ability of resistance to attack, large key space and high key
sensitivity. Instead of opting for ReLU activation function,
proposed study has implemented Adam activation func-
tion since Adam function has the potential to reduce the
loss function and deliver high accuracy rate. In addition to
that, proposed framework has the ability to incorporate 1D
and 2D models as input like audio, image due to the imple-
mentation of Adam activation function. In most existing

Algorithm 4. (I-LWT)

Step 1: text > comp,,,, Convert to unsigned 32-bit integer.
Step 2: bin,,,, > convet decimal to binary in 32 bit

Step 3: ch
Step 4: Perform Lifting wavelet decomposition for comp;,,,

compute approximation coefficients vector Ca,,.and detail

coefficients vector Cd, .
Step 5: zero, ;> (Cd,,. (Cd,,.>-2 AND Cd,,,. < 0))
Step 6: one,,; > (Cd,,. (Cd,,. >0 AND Cd,,. < 2))

Step 7: outcp,.. > Cd,,.

> compute length of the bin,,,,

num

Step 8: outcp,,.. (1) > zero,,;
Step 9: outcp,,.. (2) > zero,,

Step 10: char,,. > decimal to binary convertion for ch,,,,, in 64 bit
format

Step 11: char,,. > {zero, char,,. == 0 one, char,,. ==
Step 12: outp,,. (3 to 66) > char,,,.

Step 13: For i 1 to size of bin,,,,

idx, ;> [(i-1*32+1)t0i*32]*2+66

texty,, = bifexy;

texty,,, > {zero,, texty,,, == 0 one,, texty,, == 1
OULepye (idX, 4
Step 14: end

Step 15: Perform inverse Lifting wavelet decomposition

) = textyy,
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methods maximum 8 bits are used whereas the proposed
method can use upto 32 bits which makes the proposed
model more efficient other models. The pseudo-code of
Algorithm IV is presented.

RESULTS AND DISCUSSION

The study proposed an Optimized Genetic Algorithm
for key generation, an Enhanced RSA algorithm for encryp-
tion and decryption, Enhanced DWT for compression-de-
compression, and I-LWT for decomposition extraction to
encrypt and decrypt the data efficiently.

Performance Metrics

Various valuation metrics like peak signal noise to ratio
(PSNR), average difference (AD), root mean square error
(RMSE), structural content (SC), universal quality index
(UQI), normalised cross correlation (NCC), multi scale
structural similarity index method (MS-SSMI), contrast
to noise ratio (CNR), ENL, GAE, LMSE, NAE, MD are
employed to evaluate the efficiency of the proposed model.

Root mean square error (RMSE)
RMSE assess the average difference between a statistical
model’s predicted values and the actual values.

n ) A
RMSE = |5 017202 Sl (1)

Peak signal noise to ratio (PSNR)

PSNR is defined as the ratio between a signal>s maxi-
mum power and the power of the signals noise. The PSNR
mathematical depiction is defined in Equation 2.

MAX?

PSNR = 10logy, (o) )

Here, MAX is denoted as the maximum possible pixel
value of the image or signal.

Structural content (SC)
SC helps in find the similarity between original image
and denoised image.

sc= Halim gk - 3
25}4:1 z1¥=1 (Xj'k) ( )

Mean squared error (MSE)

MSE assess the mean value of the average square of the
difference between expected and actual values. Where H is
the cover medium and stego data is S and it is expressed as:
The MSE formula with is presented in the equation 4.

MSE = & 3L, (H; = 5,)? @)

Signal noise ratio (SNR)

SNR is used to compare the level of a preferred signal to
the level of background noise. SNR is examined as the ratio
of signal power to the noise power, and NR is frequently
expressed in db (decibels). A mathematical depiction of
SNR is defined in Equation 5.

N 52
SNR = 1010g10< 2 ) (5)

N, (Si—H;)?

Performance Analysis
Various file formats are employed in order to evaluate
the performance of the proposed study

Image file

The file format which has been taken into consideration
is audio format. Figure 2 shows the process of Input image
to decrypted image

Input Image

Encrypted Image

' Embeddednagewth naudo Signal

Figure 2. Input image to decrypted image.
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Figure 3. Audio file.
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Audio file

Next file format which has been taken into consider-
ation is audio format. Figure 3 shows the audio file which
is considered as the input. Figure 4. shows the embedded
image of the audio file.

And finally original file has been retrieved using decryp-
tion method in Figure 5.

Text file

Finally, text file has been taken into account. Initially,
an input text has been embedded into audio file, after
encryption process, text will be recovered from the safely
and securely. Figure 6. depicts that text has been recovered
successfully.

Table 1 shows the analysis of steganography file size. 3
different file formats such as audio, image and text files are
taken into consideration. In audio, SAl.wav file has been
taken into consideration. The size of the file utilized for the
proposed model is 0.6388 MB. Once the file is compressed,
the size of the file obtained after compression is 2.031 MB.
After encryption, the size of the audio file is 5.079 MB.
Further, the size of the cover file is 42.35 MB and the size of
the file after steganography is 381.19 MB.

4] Figure 4 - O X
File Edit View Insert Tools

NDEeds 2|08 E
Embedded image with in audio Signal

Desktop  Window  Help @
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[« Figure 2
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Figure 5. Decrypted image of the audio file.
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Table 1. Analysis of steganography file size
Name of the file to be secured SAl.wav Cameraman.tiff Textinput.txt
File size 0.6388 MB 4.19 MB 7.68 KB
File size after compression 2.031 MB 2.09 MB 15.36 MB
File size after encryption 5.079 MB 4.19 MB 30.72 KB
Size of the cover file (audio file) 42.35 MB 42.35 MB 42.35 MB
Size of the file after steganography 381.19 MB 224.15 MB 158.09 MB
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Table 2. Performance metrics of the different files

Performance Metrics Audio Image Text
PSNR (Peak Signal to Noise Ratio) 69.1680 69.3059 47.9535
NAE (Normalized Absolute Error) -1 1.2896e-05 0.0022
Structural Content 0 1.0000 0.9961
LMSE (Laplacian Mean Square Error) 1 2.5350e-06 1.7024e-05
UQI (Universal Quality Index) 0 0.7500 0.7510
NCC (Normalized Cross-correlation) 0 1.0000 1.0019
RMSE (Root Mean Square Error) 0.0178 0 0.2554
FSIM (Feature Similarity Index Metrics) 0.0887 0.0873 1.0206
MSSIM (Multiscale Structural Similarity Index Metric) 0.9996 1.0000 0.9999
ENL (Equivalent Number of Looks) 1.0000e-04 6.0127e+05 20.4403
GAE (Geometric Average Error) 1.0001 1.0001 1.0079
MD (Maximum Difference) 5 5 5
Average Difference 0.0016 0.0015 0.2083

For image format, the size of the file taken is 4.19 MB,
after compression the size of the file is 2.09 MB. After
compression, the file is encrypted, the size of the file after
encryption is 4.19 MB. Further the size of the cover file is
42.3 MB and eventually, the size of the file after steganogra-
phy is 381.19 MB.

Size of the text file, which is taken as input is 7.68 KB.
The file size after compression is 15.36 MB. After compres-
sion, file size after encryption is 30.72 KB. Moreover, the
size of the cover file is 42.35 MB. Eventually, the size of the
file obtained after steganography is 381.19 MB.

Table 2 represents the performance metrics of differ-
ent files. Different format of files are considered, which
includes audio, images and text files. Different metrics
such as PSNR, NAE, Structural content, LMSE, UQI, NCC,
RMSE, EFSIM, MMSIM, ENL, GAE, maximum difference
and average difference are depicted in the table.

Comparative Analysis
In comparative analysis, different existing methods are
compared with the proposed methods for detecting MSE

optimization, however, the MSE obtained by the existing
model is 0.327645, and SNR obtained was 28.402, similarly,
the existing study employed AES encryption, and MSE
obtained was 0.47686, and SNR obtained was 25.767, back-
ward movement oriented shark smell optimization tech-
nique was also employed in the existing studies in which
the MSE attained was 0.16641 and SNR attained was 29.202
and LSB-BMSE acquired MSE of 0.001995 and SNR of 99.8,
however, the proposed model has outperformed rather
than the existing approaches. The proposed model resulted
in of MSE rate of 0.00000000042036 and an SNR value of
99.98 percent. Table 4 shows the performance comparison
of the present model.

From Table 4 [30] and Figure 7, it clears that the pro-
posed LSTM model attained better results. Similarly, Figure

Table 4. Comparison performance

Algorithm Accuracy

and SNR values. —

Image files are considered as input in Table 3 [26]. From Existing LSTM %0
Table 3, existing studies used velocity-updated grey wolf LSTM Proposed 99.12
Table 3. Comparative analysis using existing methods
Method MSE SNR
Velocity-updated grey wolf optimisation [27] 0.27645 28.402
AES encryption [28] 4.77E-01 25.767
Backward movement-oriented shark smell optimization [29] 0.16641 29.202
Existing - LSB-BMSE [26] 0.001995 99.8
Proposed model 4.20E-10 99.98
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ExistingLSTM  LSTM Proposed

Figure 7. Comparison.

Table 5. Comparison performance

Metrics RF XGBoost Proposed
Accu 97.07% 98.53% 99.12%
Prec 97% 98% 99%

Rec 97% 99% 99%

F1 97% 98% 99%

Performance Metrics

Accuracy precision Recall

100,00%
99,00%
98,00%
97,00%
96,00%
95,00%

fl-score

BRF mXGBoost mProposed

Figure 8. Proposed comparison.

8 and Table 5 describes comparison performance with
existing model.

From above Table 5 [31] and Figure 4, the proposed
model achieved high results than prevailing RF and XG

Boost models.

Table 6. Comparison analysis

Performance Metrices

1.2

1

0,8

0,6

04

02 I

0
CcvC Siamese Hybid  Proposed
Algorithm network Approach

mPrecision mRecall wF-score

Figure. 9 Metrics comparison.

From Table 6 [32] and Figure 9, it shows that the pro-
posed model achieved better values in terms of metrics.
It attained 0.97, 0.98, 0.99 and 0.99 of Precision, Recall,
F-score and Accuracy respectively. In terms of limitations,
there are few limitations which should be taken into con-
sideration, the size of the images should ranges from 0 -
512 Mb, the size of the text file should range from 0 - 250
Mb and audio file must range form 0 - 128 Mb.

CONCLUSION

Encryption and decryption using the Enhanced Rivest
— Shamir- Adleman (RSA) algorithm were obtained since
Enhanced RSA offers a high level of security. Key gener-
ation of private and public keys with the help of an opti-
mized genetic algorithm was achieved since the genetic
algorithm can produce more complex keys by employing
the genetic algorithm principle. Compression and decom-
pression of the image using Enhanced Discrete Wavelet
Transform (E-DWT) were attained by setting a threshold
instead of utilizing the constant value. Improvised Lifting
Wavelet Transform (I-LWT) provided better results than
LWT since the proposed method utilized the 2D method
instead 1D method. Finally, the performance of the pro-
posed model was evaluated using performance metrics and
performance are analyzed using three different file formats

Algorithm Precision metric Recall metric F-score metric Accuracy metric
CVC Algorithm 82 79 55 67
Siamese network 7 75 5 69
Hybrid Model 95 93 94 93
Proposed 97 98 929 929
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which includes audio, video and text file. This study may
assist security professionals to send sensitive information,
allowing communication between different parties to avoid
brute force attacks by unauthorized parties. Enhanced
RSA algorithm is employed in the study for the process of
encrypting the public key, which enhances data security.
In the future, as an enhancement, the Enhanced RSA algo-
rithm can be replaced with robust algorithms to avoid inev-
itable threats.
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