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ARTICLE INFO ABSTRACT

Incidents of cyberhate directed at individuals or groups based on perceived identities, such 
as ethnicity, religion, or nationality, are escalating rapidly across social media platforms. This 
trend adversely affects both the quality of online content and the experiences of users. For-
tunately, researchers are showing a growing interest in combating cyberhate by developing 
algorithms capable of detecting such incidents. However, these studies have largely overlooked 
the promotion of healthier user behavior to actively challenge cyberhate. This paper advo-
cates for the utilization of persuasive technology to encourage users to adopt prosocial roles 
in confronting and mitigating the spread of cyberhate. An empirical study was conducted to 
explore users’ perceptions of adopting various persuasive techniques on social media aimed 
at motivating them to confront cyberhate. The results revealed variations in users’ preferences 
and indicated that users’ cultural backgrounds play a role in shaping their opinions regarding 
the adoption of specific persuasive strategies for combating cyberhate. This emphasizes the 
need for systematic and innovative approaches to incorporate persuasive technology into the 
design of social media platforms to effectively counter the spread of cyberhate. Building upon 
the results, the author devised a conceptual framework that can offer guidance to software 
engineers in designing persuasive cyberhate-aware social media platforms. The study inno-
vates by empirically evaluating persuasive technologies against cyberhate, quantifying their 
effectiveness and offering actionable recommendations for stakeholders.
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INTRODUCTION

Social networking sites such as Facebook, X (formerly 
known as Twitter), and WhatsApp are widely used plat-
forms for creating and sharing content. They offer a con-
venient and efficient way for users to quickly transmit 
information, making them a valuable source of informa-
tion [1-4]. However, these platforms can also be utilized as 

channels for distributing harmful and offensive material, 
including cyberhate, misinformation, and cyberbullying. 
The presence of such content on social media can have det-
rimental effects on the quality of the shared content and the 
experiences of users [5]. Additionally, it can potentially lead 
to criminal activities or violence against others.

Cyberhate, also known as online hate speech, refers 
to the expression of hate or incitement to hatred against 
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individuals or groups based on their perceived characteris-
tics, such as ethnicity, religion, nationality, or sexual orien-
tation [6-8]. 

It has become rampant and rapidly proliferates across 
social media networks. While there is currently no univer-
sally agreed-upon international definition or legal frame-
work for cyberhate, it has garnered significant attention 
from researchers, technology companies, social media plat-
forms, and programmers over the past decade as they strive 
to address this problem.

According to a recent report by the anti-defamation 
league (ADL), 41% of Americans have experienced cyber-
hate and harassment [9]. Figure 1 illustrates the percent-
age of cyberhate incidents reported by respondents based 
on their perceived identities. Similarly, the European 
Union Kids Online Survey conducted between 2017 and 
2019 revealed an increase in reports of cyber- bullying 
and cyberhate [10]. In response to this issue, the European 
Commission and Information Technology (IT) compa-
nies introduced the Code of Conduct 1 in 2016. This code 
included commitments from companies like Facebook, 
Twitter, YouTube, and Microsoft to combat the spread of 
hate speech online in Europe.

As a result, many IT companies have pledged their 
efforts to tackle cyber- hate. Moreover, certain countries 
have implemented national laws, including criminal sanc-
tions, to prevent and combat cyberhate [11]. Despite these 
efforts, the problem of cyberhate continues to escalate [12]. 
Users of social media platforms often employ acronyms and 
common phrases that may not appear hateful on the sur-
face but are used to express implicit hatred. This poses a 
significant challenge in addressing the issue effectively. 

Recently, a number of studies conducted in the fields of 
computer science and information systems have delved into 
cyberhate spread, aiming to develop ma- chine learning 
models capable of detecting instances of cyberhate on social 
media platforms [13-15]. Nevertheless, concerns have been 
raised regarding the applicability of current models [16]. 

Although these models exhibit impressive performance on 
their respective test datasets, their effectiveness noticeably 
declines when applied to a different set of hate speech data 
[17]. This lack of generalizability undermines the practical 
utility of these cyberhate detection models [18].

Several additional studies have focused on investi-
gating the dynamics and flow patterns of cyberhate on 
social media platforms [19,20], while a limited number 
of studies have put forth approaches to prevent the occur-
rence and spread of cyberhate in these environments [11]. 
Furthermore, some research was conducted to gain insight 
into how individuals receive and propagate cyberhate 
on social media, along with exploring their attitudes and 
behaviors in relation to this issue [20,21]. Nevertheless, 
none of these studies specifically focus on the promotion of 
healthier behavior among social media users as a mean to 
counteract the dissemination of cyberhate [22,23].

Fortunately, software can serve as a medium for imple-
menting strategies aimed at encouraging behavioral changes 
among users, thereby persuading bystanders to actively par-
ticipate in combating cyberhate on social media platforms. 
According to [24,25], uninvolved bystanders, who are often 
the largest group of witnesses in incidents involving hateful 
speech, play a crucial role because their non-involvement 
could be interpreted as agreement with such statements. 
Therefore, it is vital to encourage bystander intervention in 
addressing online hate speech, as it is believed to help mit-
igate the negative consequences faced by targeted groups 
[26]. This is particularly true for counter arguing in pub-
licly visible user comments [27].

Counter-speech, described as a collective response to 
extremism or hateful content, is widely recognized as a 
crucial form of intervention in combating hate speech [27]. 
Though it may not always succeed in persuading or silenc-
ing those promoting hate, it has the potential to shape dis-
course norms and demonstrate to uninvolved witnesses that 
hate speech does not reflect the majority opinion, thereby 
encouraging them to intervene as well. Additionally, it can 

Figure 1. Reported cyberhate and harassment instances based on respondents’ identities [9] [Open access].
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lead to the exchange of diverse perspectives on a broader 
scale, which is believed to be highly effective in combating 
hate speech [28].

The bystander intervention model (BIM), introduced 
by [29], was developed to provide an explanation for why 
bystanders often fail to intervene in emergency situations, 
including instances of hate speech. According to the BIM, 
uninvolved bystanders need to go through three essential 
steps in order to intervene effectively. Firstly, they must 
assess the situation as being threatening and recognize it 
as an emergency for the individuals affected. Secondly, 
they need to perceive a sense of personal responsibility for 
taking action and intervening. Finally, they must make the 
conscious decision to intervene and follow through with 
appropriate actions. That is, if any of these steps are not 
adequately fulfilled, bystanders are less likely to intervene.

In order to encourage bystanders to take action against 
cyberhate, it is valuable to develop social media platforms 
that are more effective in persuading and motivating 
bystander intervention. Within the digital realm, infor-
mation systems can be purposefully designed to influence 
behavioral changes [30]. These systems are often referred 
to as persuasive systems [31] or persuasive technology 
(PT) [32]. Effective application of PT is growing in various 
domains such as health, education and wellness [33-36]. 
Additionally, research has demonstrated that incorporat-
ing persuasive techniques into social media platforms can 
result in increased behavior change and higher levels of 
engagement [37,38]. Therefore, applying such techniques 
in motivating bystanders to speak up against cyberhate can 
contribute to reducing the prevalence and impact of this 
issue. This can ultimately reduce the detrimental impact of 
cyberhate on users and enhance the overall user experience 
on social media platforms.

However, how can software engineers employ persua-
sive techniques to motivate bystanders to counter- speech 
cyberhate on social media platforms? What are users’ 
opinions, dislikes and likes regarding the use of such tech-
niques? Do cultural backgrounds of users impact the design 
and selection of persuasive techniques? There is a research 
gap in understanding how to effectively utilize persuasive 
techniques to encourage bystander intervention and miti-
gate the dissemination of cyberhate on social media plat-
forms, all while maintaining a positive user experience and 
promoting higher quality online content. This emphasizes 
the importance of studying and exploring, from the per-
spective of users, how persuasive techniques can be sys-
tematically incorporated in the design of social media to 
address cyberhate.

In this study, the author empirically investigates the fea-
sibility of integrating persuasive techniques into the design 
process of social media platforms with the goal of empow-
ering bystanders to challenge the spread of cyberhate. The 
research explores users’ diverse needs, cultural backgrounds 
effect, and preferences regarding the application of several 
persuasive techniques in combating cyberhate. Based on 

the findings, a conceptual framework is developed to guide 
software engineers in designing persuasive social media 
platforms that are cyberhate aware. Ultimately, this frame-
work aims to enhance users’ behavior towards cyberhate 
on social media platforms, thereby improving their overall 
online experience. 

The novelty of the study lies in its empirical evaluation 
of persuasive technologies designed to combat cyberhate, 
an area previously underexplored. It goes beyond exist-
ing literature by quantifying the effectiveness of these 
interventions, analyzing user engagement across various 
demographics and cultural backgrounds, and providing 
actionable recommendations for stakeholders, thereby 
offering a conceptual framework for designing cyber-
hate-aware social media platforms.

MATERIALS AND METHODS

This paper presents an empirical investigation into the 
potential integration of persuasive techniques within the 
design process of social media platforms, with the goal of 
motivating bystanders to actively combat the propagation 
of cyberhate. The study utilizes BIM model as a foundation 
for selecting six persuasive techniques that can be aligned 
with the three steps of the BIM model, thereby encourag-
ing bystanders to challenge cyberhate. The selection pro-
cess takes into consideration the practicality and feasibility 
of incorporating these techniques into social media design 
without imposing significant costs. Detailed descriptions of 
the techniques employed in this study, adapted from [37], 
are provided in Table 1. Subsequently, the author designed 
multiple interfaces that mimic the current user interface 
of X (formerly known as Twitter) to demonstrate poten-
tial integration of each technique within the context of this 
research. Lastly, a survey is conducted to evaluate users’ 
perceptions regarding the impact of each integrated persua-
sive technique on their willingness to confront cyberhate.

The designed interfaces included a fabricated news post 
regarding refugees’ unemployment and a cyberhate com-
ment as a response to the post. The interfaces were pre-
sented to participants as a scenario and the participants 
were explicitly informed that the news post and comments 
were not real, but rather designed to evaluate their percep-
tions of integrated persuasive techniques. To enhance the 
realism of the scenario and avoid participants perceiving 
the accounts as anonymous, the name and photo of the 
news account and commenters’ accounts were intentionally 
left unaltered. The following is a breakdown of each inter-
face used and how it exemplifies the principles of persua-
sive design:

Private Reply (Reduction)
A private mode of communication such as direct mes-

saging (DM) or private messaging (PM) can be preferred 
by some bystanders as a way of reminding the aggres-
sor of netiquette rules in a more private manner without 
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causing unnecessary defensiveness [39,40]. While Twitter 
does offer a private communication channel, the concept 
of private replying is suggested as a mean to streamline the 
complex process. Engaging in private messaging to com-
bat cyberhate requires more effort by bystanders, whereas 
private replying enables bystanders to challenge cyberhate 
posts effortlessly as they browse through their feeds.

Facts Popups (Suggestion)
By presenting to bystanders some facts about the nega-

tive impact of cyberhate, we mean to assist bystanders who 
find it difficult to start challenging cyberhate. Presenting 
facts about the negative impact of cyberhate can potentially 
raise awareness and increase users’ understanding of the 
issue. By highlighting the harmful consequences of cyber-
hate, individuals may be more inclined to take prosocial 
actions against it (e.g., supporting victims) [41,42]. 

Comment Analyzer (Self-monitoring)
Self- monitoring is recognized as an effective persua-

sive strategy [43], as it aids individuals in gaining a deeper 
understanding of their behavioral patterns [44] and facili-
tates self-regulation [45].	 In this context, the implemen-
tation of a comment analyzer can play a valuable role by 
assisting bystanders in enhancing their self-awareness 

regarding the tone and impression of their comments to 
challenge cyberhate.

ProSocial Badge (Recognition)
Alongside offering public recognition, digital badges 

can serve as motivating incentives for bystanders who 
actively address instances of cyberhate. Social networking 
sites such as Foursquare or StackOverflow have successfully 
employed badges as a mechanism to stimulate users and 
encourage them to enhance their level of participation [46].

Social Expectation (Normative Influence)
Normative social influence can effectively be harnessed 

in persuasive technologies to modify existing behaviors [47]. 
Social norms pertain to individuals’ beliefs about the atti-
tudes and actions of others within a social group [48]. When 
individuals perceive a behavior to be widely accepted by oth-
ers, they are more likely to engage in that behavior [49]. In 
light of this, we proposed the use of pop-up reminder mes-
sages that convey information about injunctive norms, which 
reflect the approval of the majority of people.

First-Second-Third place Trophies (Competition)
The utilization of competition as a persuasive strategy 

aims to encourage individuals to adopt a specific behavior 
by benefiting from their inherent inclination to compete 

Table 1. BIM steps mapping to adopted persuasive techniques and the corresponding implementations

Matching

Steps of BIM

Technique Description Our Implementation

Step 3 Reduction A technique of breaking down 
complex behaviors into manageable 
and easy tasks.

Private Reply (PR): This feature simplifies private messaging 
for bystanders by eliminating the need to copy the post link and 
paste it in the private message section. Bystanders can directly 
comment privately on the post by clicking the “reply privately” 
button.

Step 1 Suggestion A technique that provides 
appropriate recommendations

Facts Popups (FP): pop up messages that give facts about 
cyberhate negative impact to encourage bystanders to take 
prosocial actions against it.

Step 3 Self-
monitoring

A technique that facilitates self- 
monitoring of one’s status or 
advancement.

Comment Analyzer (CA): It is an indicator that allows users to 
visualize how their comments may be perceived by someone 
reading them. As users compose their comments, the indicator 
on the scale dynamically adjusts based on word choices, writing 
style, and punctuation, distinguishing between tones such as 
aggressive and friendly.

Steps 2-3 Recognition A technique that offers public 
recognition for adhering to specific 
behavior.

ProSocial Badge (PB): It is a digital recognition symbol awarded 
to users who occasionally take a stand against cyberhate.

Steps 1-2 Normative
influence

A technique that demonstrates social 
norms by illustrating typical behavior 
and approved conduct.

Social Expectation (SE): Pop-up reminder messages of what 
others would expect from bystanders when they are victims of 
cyberhate.

Steps 2-3 Competition A technique to incentives users 
to embrace a desired attitude or 
behavior by harnessing humans’ 
inherent tendency for competition.

First-Second-Third place Trophies (FT): Digital trophies are 
given to bystanders based on their order of intervention to stop 
cyberhate.
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[39]. In the context of this study, bystanders compete against 
each other to act quickly and win a digital trophy based on 
the order of their involvement to challenge cyberhate.

Survey Design
The questionnaire developed for this study comprised 

26 questions of various types, including single-choice, mul-
tiple-choice, and Likert scale questions. Initially, the ques-
tionnaire was tested on a small sample of five respondents 
who met the sampling criteria established for this study. The 
feedback and responses obtained from these respondents 
were then utilized to enhance and refine the questionnaire 
before it was distributed to a larger sample of respondents. 
The participants were recruited to participate in the study 
through ClickWorkers (www.clickworkers.com), an online 
platform specializing in the recruitment of research partic-
ipants. As an incentive, a payment of one Euro was offered 
to each participant upon completing the survey. To ensure 
the participants’ familiarity with the subject matter, a sum-
mary of the study’s topic was presented at the beginning 
of the questionnaire itself. The respondents were also pro-
vided with a briefing on the expectations from their partic-
ipation and how their contributions would be utilized. A 
copy of the questionnaire submitted to the participants can 
be found at https://shorturl.at/gipDT.

Sampling
A convenience sampling method was utilized to select 

113 participants who were 18 years of age or older and 
represented various cultural backgrounds. The partici-
pants’ characteristics were analyzed and summarized using 

cross tabulation and frequency counts. A comparison was 
made among the respondents based on variables such as 
age, gender, nationality, and educational level. The results 
of this analysis indicate a high level of diversity among the 
participants, which enhances the potential generalizability 
of the findings of this study, aligning with our objective of 
promoting a culturally adaptable approach to combating 
cyberhate. Table 2 presents an overview of the respondents’ 
characteristics.

Analysis
Initially, the questionnaire responses underwent a pro-

cess of preparation and refinement to ensure suitability for 
analysis. Any responses that were unrelated or inconsistent 
were eliminated, specifically, 21 forms that were incom-
plete or randomly filled out were excluded. Subsequently, 
a descriptive analysis was conducted to represent the col-
lected responses [50]. Additionally, a chi-square test of 
independence was performed to examine the relation 
between cultural backgrounds of the participants and their 
perceptions regarding certain persuasive techniques in the 
context of this study. 

RESULTS AND DISCUSSION

Users’ Reaction to Cyberhate
Before investigating the integration of persuasive tech-

niques into the design of social media platforms to encourage 
bystanders to take a stand against cyberhate, the study exam-
ined how users perceive and react to instances of cyberhate 

Figure 2. Users’ reactions to cyberhate.

https://orcid.org/0000-0001-9743-6924
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in the first place. Participants were explicitly asked about 
their typical response when they encounter cyberhate in the 
form of written or visual posts or comments. Approximately 
41% of the participants stated that they simply ignore it, 
while around 38% said they would report such content (Fig. 
2). Moreover, only about 11% of the participants mentioned 
that they would actively voice their opposition to such hate-
ful content. These findings indicate the necessity for innova-
tive and appealing approaches to motivate social media users 
to play an active role in combating the spread of cyberhate, 
such as the utilization of persuasive technology. Ultimately, 
this can foster a healthier online environment where users 
actively contribute to enhancing the quality of shared and 
generated online content.

Persuasive Technology to Combat Cyberhate
This subsection investigates users’ perception on the 

use and integration of the previously mentioned PTs (Table 
3) through designed interfaces that mimic the current user 
interface of X (formerly known as Twitter).

Private reply (PR)
The participants were asked about their opinions and 

attitudes regarding the use of the proposed “Reply Privately” 
feature as a mean to address cyberhate on social media plat-
forms. RP allows users to comment privately on posts that 
contain cyberhate instances by clicking a “private reply” 
button which eliminates the need to use messages. Overall, 
the responses indicate that around 48% of the respondents 
perceive the “Reply Privately” feature as a valuable tool for 
combating online hate speech. They believe it can increase 
their willingness to address cyberhate, provide an easier 
means to challenge it, prevent public embarrassment, pro-
tect against public attacks, and potentially foster acceptance 
of different viewpoints (Table 3). These findings align with 
the objective of this study that implementing such a feature 
could contribute to creating a more comfortable and effec-
tive environment for bystanders to challenge cyberhate on 
social media platforms.

Facts popups (FP)
The participants were asked about their opinions 

regarding the use of a “Facts Pop-ups” feature to motivate 
them to intervene against cyberhate on social media plat-
forms. The popups present to users facts about cyberhate’s 
negative impact to encourage bystanders to take prosocial 
actions against it. In general, the responses suggest that 
around 54% of the respondents perceive the FP feature as 
effective in raising awareness about the negative impact of 
cyberhate, motivating them to challenge it, and providing 
the justification needed to intervene and take action (Table 
4). This finding supports the study’s objective of encourag-
ing bystanders to take actions against cyberhate.

Comment analyzer (CA)
The survey investigated the participants’ perceptions 

regarding the use of a “Comment Analyzer” feature that 

helps them speak up against cyberhate on social media 
platforms works as an indicator that allows users to visu-
alize how their comments to cyberhate may be perceived 
by someone reading them (e.g., aggressive, friendly, etc). 
Generally, the results suggest that around 61% of the 
respondents view the CA feature beneficial in various ways. 
They perceive it as a tool that helps them reconsider their 
comments, utilize a more acceptable language, address 
cyberhate effectively, and potentially make their replies 
more convincing to others (Table 5). These findings sug-
gest that implementing such a feature could contribute to 
fostering more responsible and effective communication 
when challenging cyberhate on social media platforms. 
This indeed aligns with the study’s objective of promoting 
healthier online interactions.

ProSocial badge (PB)
The participants were asked about their perception 

on the use of a “ProSocial badge” feature to motivate 
them to challenge cyberhate on social media platforms. 
PB is a digital recognition symbol awarded to users who 
occasionally take a stand against cyberhate. Overall, the 
results suggest that around 50% of the respondents per-
ceive the PB feature as valuable in several ways. They 
see it as a way to receive recognition for their prosocial 
behavior, a continuous motivator to challenge cyber-
hate, and an encouragement (when seen on other users’ 
profiles) to actively challenge cyberhate in order to earn 
such a badge (Table 6). PB feature has the potential to 
create a positive impact by recognizing and motivating 
users who challenge cyberhate, fostering a sense of com-
munity, and promoting a culture of respect and inclusion 
on social media platforms which highly associates with 
the objective of this study.

Social expectation (SE)
The participants were asked about their opinions on 

the use of a “messages popups” feature to motivate them 
to speak up against cyberhate. The pop-up messages serve 
as reminder messages of what others would expect from 
bystanders (Social Expectation (SE)) when they are vic-
tims of cyberhate. SE feature aims to leverage persuasive 
techniques through normative influence to foster a stron-
ger sense of responsibility, motivation, and justification 
among bystanders when it comes to addressing cyberhate. 
The survey results suggest that around 50% of the respon-
dents view SE feature as valuable in several ways (Table 7). 
They perceive these pop-up messages as reminders of their 
moral responsibility, motivators to challenge cyberhate, 
and sources of justification for intervening and address-
ing cyberhate. By incorporating such a persuasive tech-
nique into the user experience, social media platforms can 
encourage a proactive and engaged community that actively 
challenges cyberhate, promotes inclusivity, and contributes 
to a more positive online environment which supports the 
objective of this study.
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First-second-third place trophies (FT)
The survey explored the participants’ opinions regard-

ing the use of digital trophies (FT) feature as
motivator to challenge cyberhate on social media 

platforms. FTs involve awarding bystanders with vir-
tual medals or badges in recognition of their quick and 
proactive responses against cyberhate based on their 
order of intervention (i.e., the first, second and third 
place). The survey results suggest that around 48% of the 
respondents perceive the FT feature as valuable in sev-
eral ways (Table 8). They view digital trophies as a means 
of receiving recognition for their quick reactions against 
cyberhate, as a motivation to continue acting swiftly, 
and as a stimulus for their competitive nature to combat 
cyberhate promptly. By providing tangible rewards in the 
form of virtual trophies, this feature seeks to create a pos-
itive environment where users are inspired to respond 
quickly, actively contribute to countering cyberhate, and 
earn recognition for their efforts. This supports the over-
all goal of this study to encourage bystanders to a timely 
intervention against cyberhate.

Cultural Impact on Persuasive Technology Adoption for 
Cyberhate

Upon conducting a deeper analysis of the gathered 
responses, it became apparent that users’ perceptions and 
opinions regarding certain proposed PTs were influenced 
by their cultural backgrounds (i.e., Middle Eastern and 
European). To investigate the connection between users’ 
perceptions and opinions on some of the proposed PTs and 
their cultural backgrounds, A chi square test of indepen-
dence was performed. The relation between these variables 
was significant with values less than 0.05 as seen in Table 9.

Generally, Middle Eastern users appear to value virtual 
digital badges, such as FT and PB, more than Europeans 
do. They are also more likely to be influenced by these 
features in order to confront cyberhate. Similarly, this 
trend can be observed with the SE feature, where Middle 
Easterners are more inclined than Europeans to be moti-
vated by this feature to combat cyberhate. The message 
pop-ups function as reminders of the expectations soci-
ety has for bystanders (Social Expectation- SE) when they 
encounter instances of cyberhate. The variations in users’ 
perceptions and opinions about the adoption of specific 

Table 3. Participants’ responses to the adoption of PR feature

Statement Disagree Neutral Agree
I prefer using this feature to challenge hate speech rather than replying publicly 31% 31% 38%
This feature makes me more willing to challenge hate speech  28% 26% 46%
This feature helps me to challenge hate speech easily 24% 26% 50%
This feature helps me not to embarrass the attacker publicly 27% 21% 52%
This feature helps me not to be attacked by the attacker or his supporters publicly  18% 21% 61%
This feature could make the attacker accept others’ point of views 34% 26% 40%

Table 2. Respondents’ characteristics

Age Groups Gender Cultural Background

18-25 26-34 35-54 55 or 
above

Total Male Female Total European Middle 
eastern

Total

level of 
education

High school 7 1 7 1 16 12 4 16 9 7 16
Associate 
degree

0 2 2 2 6 3 3 6 6 0 6

Bachelor’s 
degree

14 28 21 3 66 40 26 66 20 46 66

Master’s 
degree

1 8 9 2 20 13 7 20 10 10 20

Doctorate 
degree

0 1 1 0 2 0 2 2 1 1 2

Others 0 1 2 0 3 0 3 3 1 2 3
Total 22 41 42 8 113 68 45 113 47 66 113
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persuasive techniques to address cyberhate, based on their 
cultural backgrounds, emphasize the need for software 
engineers to consider these differences when designing 
cyberhate-aware social media platforms. Furthermore, 
this emphasizes the need for further research and inves-
tigation to gain a better understanding of how cultural 
backgrounds influence the adoption of persuasive tech-
nology, with the goal of encouraging bystanders to speak 
out against cyberhate on social media platforms. Taking 
cultural nuances into account can ensure that social media 
platforms are more inclusive and tailored to the needs and 
preferences of diverse user groups.

Cyberhate-Aware Social Media
Figure 3 presents an initial application-indepen-

dent conceptual framework for the design of a persua-
sive cyberhate-aware social media. It provides a concise 

summary of the findings discussed in Section 3. The 
framework acknowledges that the proposed persuasive 
techniques have the potential to motivate users, specif-
ically bystanders, to actively address the issue of cyber-
hate on social media. However, it also recognizes that 
users have diverse needs and preferences related to these 
persuasive techniques, which necessitates careful consid-
eration by software engineers in order to cater to these 
variations effectively.

Furthermore, users’ adoption and acceptance of cer-
tain proposed persuasive techniques for combating cyber-
hate are influenced by their cultural backgrounds. This 
emphasizes the need for software engineers to consider 
these differences when designing cyberhate-aware social 
media platforms. By catering to these diverse prefer-
ences, it becomes possible to effectively utilize persuasive 

Table 7. Participants’ responses to the adoption of SE feature

Statement Disagree Neutral Agree
Such messages remind me of my moral responsibly to challenge hate speech 22% 28% 50%
Such messages make me more willing to challenge online hate speech 27% 24% 49%
Such messages give me the justification I need to intervene and challenge online hate speech 24% 26% 50%

Table 6. Participants’ responses to the adoption of PB feature

Statement Disagree Neutral Agree
This ProSocial digital badge gives me the recognition I deserve for being a prosocial user 23% 26% 51%
Having such a digital badge on my profile makes me always motivated to challenge cyberhate  25% 22% 53%
Seeing ProSocial digital badges on other users’ profiles encourages me to challenge cyberhate to 
earn the same digital badge

28% 25% 47%

Table 5. Participants’ responses to the adoption of CA feature

Statement Disagree Neutral Agree
The comment analyzer helps me to reconsider my comment before posting it. 21% 19% 60%
The comment analyzer helps me to use a more acceptable and respectful language to challenge hate speech. 14% 21% 65%
The comment analyzer makes it easier for me to challenge hate speech in an acceptable language and tone. 19% 17% 64%
The comment analyzer could make my reply look more convincing to others and the attacker.   20% 27% 53%

Table 4. Participants’ responses to the adoption of FP feature

Statement Disagree Neutral Agree
Such messages remind me of the negative impact of online hate speech on people 21% 16% 63%
Such messages motivate me to challenge online hate speech  21% 27% 52%
Such messages give me the justification I need to intervene and challenge online hate speech 23% 28% 49%
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technology to motivate bystanders to actively address 
instances of cyberhate and encourage them to speak out 
against it.

As a result, the overall quality of content shared on social 
media, user engagement, satisfaction, experience, and crit-
ical digital literacy are expected to improve. Future work 
on the framework will involve further exploration of poten-
tial classifications and natural groupings of user behaviors 
regarding the adoption of persuasive technologies (PTs) to 
combat cyberhate, as well as strategies for catering to each 
user group. Additionally, a software engineering method 
will be proposed to guide software developers in imple-
menting the framework effectively. Furthermore, consider-
ing that users’ preferences and needs may evolve over time, 
it is crucial for the proposed framework to adapt to these 
behavioral changes in order to better meet users’ evolving 
preferences and needs. This highlights the importance of 
incorporating runtime adaptation capabilities into the 
framework in future research endeavors. 

In addition, the findings of this study present signif-
icant implications for various stakeholders, including 
social media platforms, educators, and policymakers. 
Social media companies are encouraged to implement 
features such as Facts Popups and Comment Analyzers 
to promote healthier online environments, while educa-
tional institutions can leverage these insights to enhance 
digital citizenship and raise awareness of cyberhate. 
Policymakers can utilize the study’s findings to inform 
regulatory frameworks aimed at mitigating online hate, 

highlighting the necessity for collaboration between tech-
nology firms and governmental bodies. Furthermore, it 
delineates avenues for future research, such as longitudi-
nal studies to evaluate the sustained effectiveness of these 
interventions and investigations into cultural factors that 
may influence user responses. Ultimately, stakeholders 
are urged to apply these findings to facilitate meaningful 
advancements in the fight against cyberhate, fostering a 
collaborative effort to enhance the online experience for 
diverse user populations. 

Validity Threats
Despite the author’s careful adherence to the principles 

of conducting quantitative studies, there are three main 
potential threats to the validity of this study:
•	 While the adopted methodology successfully identi-

fied and described users’ perceptions and preferences 
regarding the use of persuasive technology (PT) to 
combat cyberhate, it is possible that certain significant 
aspects that could impact their behaviors in this context 
were not fully captured. 

•	 A common concern when using questionnaires is 
whether respondents interpreted and understood the 
questions as intended. To address this, a pilot study was 
conducted with five participants who met the study’s 
inclusion criteria. Based on their feedback, some ques-
tions were reviewed and improved to ensure a shared 
understanding among all respondents.

•	 The sample size of the study, consisting of 113 respon-
dents, can be considered medium-sized. A larger sample 

Table 8. Participants’ responses to the adoption of FT feature

Statement Disagree Neutral Agree
Such digital trophies give me the recognition I deserve for my quick reactions against cyberhate. 27% 25% 48%
Winning such digital trophies make me always motivated to act fast against online hate speech 
and win a digital medal. 

30% 20% 50%

Seeing such digital trophies on other users’ replies motivates my competitive nature to act fast 
against cyberhate.

30% 24% 46%

Table 9. Values of Chi square test on the relation between cultural backgrounds and PTs

Statement Chi-Square 
statistic (χ²)

p-value

Seeing such digital trophies on other users’ replies motivates my competitive nature to act fast against 
cyberhate.

15.6831 0.003

Having ProSocial badge on my profile makes me always motivated to challenge cyberhate  14.8194 0.005
Such digital trophies give me the recognition I deserve for my quick reactions against cyberhate. 11.7619 0.019
Seeing ProSocial digital badges on other users’ profiles encourages me to challenge cyberhate to earn the 
same digital badge

17.303 0.001

This ProSocial badge gives me the recognition I deserve for being a prosocial user 11.0985 0.025
Massage pop ups (SE) makes me more willing to challenge online cyberhate 11.4431 0.022
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would enable the findings to be more generalizable to 
larger population groups. Further investigation of the 
study’s results on a larger population will be conducted 
in future research.

•	 The study utilized a convenience sampling method, 
which may not fully represent the broader population. 
To mitigate this issue, the author recruited participants 
from diverse cultural backgrounds and demographics 
to enhance the generalizability of the findings.

•	 Participants may have provided socially desirable 
responses rather than their true opinions, particularly 
regarding sensitive topics like cyberhate. To minimize 
this threat, the author ensured anonymity in responses 
and emphasized that there were no right or wrong 
answers, encouraging honesty.

CONCLUSION

In this paper, the author carried out and reported on 
a quantitative study focusing on users’ perceptions and 
opinions regarding the use of PT to encourage bystanders 
of cyberhate to speak out against it on social media plat-
forms. The study innovates by empirically evaluating per-
suasive technologies against cyberhate, quantifying their 
effectiveness and offering actionable recommendations 

for stakeholders. The study’s findings revealed that users’ 
opinions and needs within the context of this study exhibit 
significant variations and are affected by multiple fac-
tors. Additionally, the findings indicated that users’ cul-
tural backgrounds play a role in shaping their perceptions 
regarding the adoption of specific PTs for combating cyber-
hate. These results highlight the necessity for new system-
atic approaches and methods to integrate PT into the design 
of social media platforms, with the aim of motivating 
bystanders to actively address cyberhate. Such approaches 
and methods should consider and accommodate users’ 
diverse preferences and needs, particularly in relation to 
the aspects that affect their perceptions within the study’s 
context. The availability of such systematic approaches has 
the potential to significantly enhance users’ online experi-
ences, improve the quality of content generated online, and 
ultimately contribute to the development of social media 
platforms that are more conscious and proactive in address-
ing cyberhate. In future research and based on the proposed 
conceptual framework, the author intends to develop a 
software engineering method for the design of a persuasive 
cyberhate-aware social media. This method aims to enable 
software engineers to implement the framework at a large 
scale, considering its technical, social and cultural chal-
lenges. Additionally, further investigation of the research 

Figure 3. A conceptual framework for the design of a persuasive cyberhate-aware social media.
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topic with a larger, more diverse and multicultural sample 
of participants will be conducted to validate the findings, 
thus providing a clearer context for the study’s conclusions 
and a better generalizability of its results. Furthermore, an 
exploration of the adoption of a larger set of PTs, gamifi-
cation and other behavioral intervention methods will be 
experimented in future research to enhance the proposed 
framework across different social media contexts. 
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